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BOX SERVICE AGREEMENT

( v11092023JPN — AKPZM )

BOX t— "R F| K

( v11092023JPN — AKPZM )

This Box Service Agreement is entered into by and between,
K.K. Box Japan, a company registered in Japan (company
number 0104-01-107327) (“Box”) and the customer
identified in the corresponding Order referencing this
Agreement (“Customer”). Box and Customer are sometimes
referred to herein individually as a “Party” and together as

the “Parties.”
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This Agreement is effective and Customer agrees to be
bound by its terms upon execution by both Parties or by
Customer’s execution of the initial Order for the Box Service

referencing this Agreement (“Agreement Effective Date”).
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For good and valuable consideration, the receipt and
sufficiency of which are hereby acknowledged, the Parties

agree as follows:
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Section 1 Definitions

F1E TR

Capitalized terms not otherwise defined elsewhere in this

Agreement shall have the following meaning:
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“Account(s)” means the User account(s) created by (a) a
User for itself or (b) Customer on behalf of its Users, to

access and/or use the Box Service.
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“Administrator(s)” means a User designated by Customer
with the authority to utilize the Administrative Console(s) to
configure and manage the Box Instance, including the ability

to create and manage Accounts associated with Customer.

MEEE ] L3, AHENECT 52— —Th-oT,
AEEIHEOMN TN T Y NORRG - EBaE
te, Box f VAX U AEREBLOEHT H7-0ICF
oy —VEMMT LR AT HEEZERT D,

“Administrative Console” means the functionality within
the Box Service that allows Customer to configure and
manage the Box Instance, including User access, security
and other

settings, administrative functionality for

Accounts.
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“Agreement” means this Box Service Agreement (including
its Exhibits) together with all Orders and addenda which are

entered into between Box and Customer.
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“API” means the application-programming interface used
by Customer to access certain functionality as provided by

Box.
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“Box Instance” means the virtual environment managed by

Administrator which constitutes part of the Box Service.
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“Box Personnel” means Box's employees, agents,

consultants, contractors and Subprocessors.
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“Box Platform View” means certain features of the
Platform Products that permit a Platform Service Account, a
User, or Platform Application User to view, annotate and

comment on Content using the Platform Products.
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“Box Reseller” means an entity that has entered into an
agreement with Box that, among other things, authorizes
the entity to resell any Box offering and, if applicable,

provide certain services.
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“Box Service” means the cloud-based content collaboration

software-as-a-service application provided by Box

(including any Box Software) and subscribed to under an

Order.
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“Box Software” means optional software provided by Box
for installation on a User’s device or accessed by Users from
the Customer’s or User’s software, hardware or other
device(s) and that allows a User to use certain functionality

in connection with features of the Box Service.
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“Box Zones” means the Box infrastructure product (including
Zones-Multi) that enables specific Location(s) to be selected
by Customer for in-region Content storage as provided by a

Subprocessor.
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“Content” means the electronic files objects (excluding, for

the avoidance of doubt, system data and metadata) present
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in Customer’s Box Instance.
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“Customer Domain” means any and all domains (e.g.
@acmeco.com) registered, owned or controlled by either
Customer and/or Customer’s corporate affiliates owned or

controlled by Customer.
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“Data Protection Legislation” means the laws and

regulations of the United States, Japan, European Union,
the European Economic Area and/or their member states,
Switzerland and/or United Kingdom applicable to the

Processing of Customer Personal Data under this

Agreement, including the General Data Protection

Regulations 2016/679.
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“External User(s)” means a person who is permitted to
access, store, retrieve or manage Content, using an email

address that is not associated with a Customer Domain.
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“Location(s)” means, for Box Zones, the geographic

location(s) where Content will be stored (a) as specified in an v

applicable order for Box Zones or (b) as otherwise made

available to Customer.
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“Malware” means viruses, worms, time bombs, Trojan
horses and other malicious code, files, scripts, agents or

programs.
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“Managed User(s)” means a person who is permitted to

access, store, retrieve or manage Content, and is a
Customer employee or otherwise has been given access to,
custody of, or control over and email address associated

with a Customer Domain.
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“Monthly Active User” or “MAU” means a Platform
Application User by or for whom, at least once in a calendar
month, an application uses the Box Service to access a

Platform Application User’s Content via an API call.
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“Monthly Platform API Calls” means the total number of all
API calls made by a Platform Application to the Box Service
within a monthly calendar period on behalf of: (a) a Platform

Application User; (b) a User; or (c) a Platform Service
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Account.
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“Order” means the separate executed document(s), | [F&EZE] &Lid. EFXEAME (Sow) ZETeREO3

including any Statement of Work, under which Customer
purchases any Box offering pursuant to this Agreement and
has been agreed to in writing by the Parties or as agreed to

between Customer and Box Reseller.
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“Personal Data” means any information relating to an

identified or identifiable individual.
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“Platform Application” means any application used by or on
behalf of Customer that uses API calls for the purposes of|
access to the Box Service or to access certain functionality as

provided by Box.
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“Platform Application User” means a User (excluding
Managed Users) with a unique identifier that is created and
provisioned by Customer and whose access to Content in the
Box Service is governed through an external-facing Platform

Application.
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“Platform Product(s)” means the Box APIs that provide
programmatic access to the Box Service from a Platform
Application and any additional Platform Product features and
functionalities as set forth in the applicable Order (e.g. Box

Platform View and Platform Resources).
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“Platform Resource(s)” means Box’s APIs, tools and services
made available for development of or integration with a
Platform Application, and usage resources, as may be
specified in the applicable Order, including but not limited to

Monthly Platform API Calls and Monthly Active Users.
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“Platform Service Account” means a backend system-to-
system connection with a unique identifier that is created
and provisioned by or on behalf of Customer and its access
to Content in the Box Service is governed through a Platform

Application.
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“Platform Storage” means the total amount of Content
stored by or on behalf of all Platform Application Users,
Platform Service Accounts and any other users of Platform
Products that may be released by Box from time to time.
Platform Storage does not include the storage of Content by

Managed Users.
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“Platform Use Limit(s)” means, as may be specified in the
applicable Order (or in accordance with the applicable
subscription level set forth in the Order and subject to the
product feature matrix): (i) Monthly Platform API Calls,
number of Monthly Active Users; and (ii) any other usage
limits or restrictions set forth in the Agreement, Box fair use

policies, or applicable Order.
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“Process(ing)” means any operation or set of operations
which is performed upon Customer’s information, including
Content and Customer Personal Data, whether or not by

automatic means, such as collection, recording,

organization, structuring, storage, adaptation or alteration,

retrieval, consultation, use, disclose, transmission,
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dissemination or otherwise making available, alignment or

combination, restriction, erasure or destruction.
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“Service Level Commitments” means the service level

commitments set forth in Exhibit A.
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“Subprocessor” means any third party engaged by Box
and/or its affiliates to Process Customer information,
including Content, for the purpose of providing the Box

Service.

7 7ayd—] LiE, Box F—E2A%ERMT 5
BT, RE 2T Y & G RBR G & 4
5720, Box BL W & DWW FE OB & K99
DHE=HEERT D,

“Subscription Period” means the duration of Customer’s
subscription to the Box Service commencing on the service
start date of the Order and continuing for the period up to
the service renewal date or end date as specified in the

applicable Order.
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“Support Services” has the meaning set forth in Exhibit A.
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“Term” has the meaning set forth in Section 11.1.

ORI 21, FLLIRICEDLIEWREET S,

“User(s)” means, collectively, any Administrator, Managed

User or External User.

[o—HF—) L3, FHE, SR ——F70%
PR —F— DR CTH 5.

“User Guide” means Box’s then current published
document specifying the functionality of the Box Service

that is made generally available by Box to its customers or

[—F—HA ] Lid. Box H—EZADEEE A T#
L7ZABCEDZD L X PXICRBT DRI E B3
b, Box 1%, R EITRIAFIZRHL, 22— =T A K

its users. Z IR FAFTEEIC T 5,

Section 2 Access and Use of the Box Service ¥2% BoxV—EA~DT 7 ERAPB L Box ¥—
B2 DOF| A

2.1 Access Grants. 2.1 T 7 AMEDNTE

2.1(A) Box Service Subscriptions. Subject to the terms and
conditions of this Agreement Box shall: (i) make the Box
Service available to Customer during the applicable
Subscription Period; (ii) allow Administrator(s) to access and
use the Administrative Console to create and administer
Accounts; and (iii) allow Users to store, retrieve, collaborate
and share Content through the Box Service. Customer may
only use the Box Service in accordance with the usage limits
which may be found in either the Order or the product
feature matrix and correspond to the Customer’s

subscription level plan. Accounts for Managed Users — even

2.1(A) Box —EXAMA  AFIHHNICIE N TED S
FMIZHE, Box (X, U FOHZORGEEA D,

(i) 72249 2MABIRH, Box ¥— & 2 % AREHEIZFIH
AHEICT D,

(i) EEFIZ, TV FERARBLOEET L7120
W2, oY — TR L, o, BEaL Y
—NWVEMBHT L LAY 5,

(i) =—P =Tk L, Box —ERZHE LT, AFEE
AT UV ERF R AR L — A5
LR D, KBEIL, AT O REFE TR
¥§RE~ M U » 7 A (product feature matrix) (ZFC#E &
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if not managed by an Administrator —and any External User | AU, ANEE DY T A7 V) 7 g LT A%k
Accounts which are deployed, created or directly managed | 3" 2 FIHBREEIZHE > TD A, Box —E A ZFHT 5
by an Administrator each count towards Customer’s usage | Z &3 CT& %, FHEICIVEFHIN TV RWVWEGEET
limit (sometimes referred to as account licenses or seats). | H-> T, BEHMRI—F—DT H 7 b, BIUOK
Box may restrict or limit Customer’s ability to use the | HIZOEELHIZ LV T, BRI, HDWITEREE
Services or deploy additional Accounts in excess of the | BEE N TV B /M2 —V — kT 27 H v M.
usage limits. Kr RKBEORMRE (T I 2D N
Fr— b2 ENL 2L bH D) ITMEEND, Box
(3. FIHIREE 28 2 TARBZ DS Box Hr— B 2 &2 FI |
EIFEMOT AT bEFATTH 2 L Z2HIRT D2
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2.1(B)API 77 &R AHHHKI &L O Box fair use
policy DIAFITHE Y, AR L% T 2 IAMIHE
Box ' —EA~DT 7 AE7-1T Box —EAD—iE
DIERE~DT 7 & A DI % AIIABENMEMN 5
FTIIAREEZE ORD VD IEMT 5 Platform 77U o —
YarERIET TV =3 a v APHITHZSAT I
SRS 5. DB T 7 & AN T BRI
2.1(C) Overages. During the Subscription Period, Box may BT AL RIEA L ABEOF T 25 ) Fa s
provide Customer with a report identifying the number of LAUL TS 25 E R AP S VERG Z R S .
22 RITHED

applicable) that, at any time, exceeds Customer's usage 21(Q) A — S—L— AR, Box 1%, ARE
limits, and Box (or Box Reseller, if applicable) may provide X L. WoTh . ABEEOFIRIRE B o
Customer with an Order to purchase for the additional Box K (AT API I T AR 5B\
products for ongoing use (“Expansion Service Order”). s 2 A ORI AR S LR — R A
Customer shall promptly (but in any event within thirty (30) SRS Z LINTE D, Box (DML, T HH
days of receiving such Expansion Service Order) either: (i) & Box FEMREEE) L. AL L. BT Box Bl
execute the Expansion Service Order; or (ii) increase the O FRAEGE = L 72l AT B A (ULF LAE
usage limit through an alternate purchase method provided B CRRIEE] ) AT A D LA TX S, AFE
by Box (e.g. the “Add Seats” function in the Administrative E. T (O B D MBI — A

Console, if available to Customer); or (iii) permanently delete S % A1% 30 H LT LR OV % E4T L
= X IR — ~
the excess Accounts or other applicable activity. Rl U B 7

2.1(B) API Access. Subject to the terms and conditions of this
Agreement and Box's fair use policy, Customer shall have a
non-exclusive right during the applicable Subscription Period
to incorporate the API intoany Platform Application or
application used by or on behalf of Customer for the sole
purpose of accessing the Box Service or accessing certain
functionality of the Box Service, provided that such access is
limited to the amount provided with Customer’s subscription
level plan plus any APl call allotments purchased by

Customer in the applicable Order and Section 2.2 below.

Users (or API calls, bandwidth or other tolled usage, if

(i) BINY —EAREFELRITT D,

(i) Box |2 & 0 f2fl S 2 RAZOWE A 1L %8 U TR
REONEEZEETT D, (B« KEENT 7 & 206
RBE, BHa Y —L0 LB — b HEE)
(i) BET BT R, BHNNIMMOELTHT VT 4
BT 1 & AREHICHIBR T D,

2.2 Acceptable Use of the Box Service. Customer’s | 2.2 Box % —E 2 DBEIEF|H ARHIC L2 Box h—t
ZOF AL, ST HRIEZIZE WV THEE S 1172 Box

use of the Box Service shall conform with the allocations and
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amounts and the features and functionality of the Box
Service plan subscribed to in the applicable Order (and as
set forth in the User Guide and Box’s fair use policy).
Customer agrees that it shall not transfer, rent, resell,
charge or otherwise commercialize any use of the Box
Service. Customer agrees that it is solely responsible for
Users and Content, and shall promptly upon written notice
from Box provide reasonable support and timely removal of
Content that Box reasonably believes includes a virus,
malware or harmful code, is otherwise harmful or illegal, or
for which Box has received a valid legal request to remove.
Customer agrees not to use or permit the use of the Box
Service: (a) to communicate any message or material that is
defamatory, harassing, libelous, threatening, or obscene;
(b) in a way that violates or infringes upon the intellectual
property rights or the privacy or publicity rights of any
person or entity; (c) in any manner that may be unlawful or
give rise to civil or criminal liability, including but not limited
to Customer’s license to use Third Party Products (as
defined below); (d) in any manner that is likely to damage,
disable, overburden, or impair the Box Service or interfere
in any way with the use or enjoyment of the Box Service by
others; (e) to introduce any Malware or other malicious
activity in User Account(s); (f) to modify, alter, tamper with,
repair or otherwise create derivative works of the API or Box
Software; (g) to reverse engineer, disassemble, decompile,
or attempt to discover or recreate the source code for any
APl or software provided by Box; (h) to disseminate
fraudulent materials including but not limited to spam, junk
mail, chain letters, pyramid schemes, spyware, adware,
viruses, worms, or any other malicious code; or (i) in

violation of any applicable export law or regulation.

P—E AT T ONE, Ktk L OE (=—F—70
4 R L Box fair use policy THESN D) ITHET
%o AREIL Box 1 —E ZADOFHMEIZ OV TRER L /-
TE UL, Bl Bheqik, mEbLanZ LR
BT5, ABEITHRC—VF—BLOARERE2 T
YYDOREMEEAI ZEICFEEL, UANVA LT =
THLLFAERI-FREGENTWD, TOMAE
H L ITDEETH D & Box NEFIIZHIKT T2 2> 7
U F 7203 Box BHIBRIZOWTH RN R IER B 25
Flza 7 12D, Box 22D DFEFHEIZ L 2 A
(LD NI EBR R SRR L OHIBR & FE i3
%, AREEIE. Box —ERITHOWT, LLTFDEKZD
FHZET, £/, UTORZORMET 2 Z & 24t
HICHFA LAV Z LICRET 5,
(@) T, VR L, BEBRE, BB E L ITREC
MU THA -V ERITEREEET S 72D Box
= 2R TLHL
(b) EA® L <IXEANDIBIMEENE, 7T A N —HE
HLIIARNT Y T M L 23 2 h 2 RE
HHEERET Box H—E A& FIHT L Z &
() LR S LFRFHRMED LN FEELZAT
SHLBENRHHHELT Box Y —EAZFIHTHZ
& (UATITERT 2% =FH WM ORISR 5 AR
DT A & RAEGETeHN ZHUTRE S1L7e0)
(d) Box h—E R IZHEZ KIT L, Box — R % %)
IZ L. Box —E A IZWEARAHEZNT S L < 1T Box
P—eREETLBEANH LR, 00X, MFIC
£ 5 Box r—EAOHMH Y L < ITEZ ZREEROITIC
DIPHOOLTHT HEZENNH HHERLT Box h—E 2%
AT &
() 2—HW—TH 7 MIw LT =T 1L ZEDMD
EE AR 2R HIAT 2 9DIZ Box h—E A ZFH T
52 &
(APl £721LBox ¥ 7 b U =7 DIEIE, Z£H, &hE
LU, EITEOMDIRED ZIERS 2 Z &
(g) Box DMEHET 2 API 721X Y 7 b =T DY R—A
V=T VT TR T War oA, F
72Xy —Aa— ROFEES LITEERZRAZ L 2 &
(h) A/ SA, HEA—)L, Fx—r L Z—, ~ILFP
By ANA =T, TRU=T | UANVA, U—Ah,
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23 Suspension of User Access to Service. Box
may suspend any Account or remove or disable any Content
which Box reasonably and in good faith believes is in
violation of this Agreement or any applicable laws or
regulations.  For the avoidance of doubt, and unless
otherwise provided for in the Agreement, Box’s right to
suspend any Account or remove or disable access to
Content is on a User-basis and does not extend to
Customer’s entire User base. Box agrees to provide
Customer with reasonable notice of any such removal,
suspension, or disablement before its implementation
unless immediate removal, suspension, or disablement is
necessary to comply with legal process, law, regulation, or
in order to prevent imminent harm to the Box Service or any
third party, in which case Box will notify Customer to the
law of such

extent allowed by applicable removal,

suspension or disablement, as soon as reasonably

practicable thereafter.
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Section 3. Non-Box Applications and Services.
Customer or Users may choose to use optional third-party
applications, services or products, which are licensed by
their provider to Customer or

Users, (“Third-party

Products”) in connection with the Box Service. Customer
acknowledges that if Customer or Users choose to use any
Third Party Products that Box makes available in connection
with the Box Service, Box will give effect to such instruction
as needed and as it relates to the Customer use of such
Third Party Products. Use of any Third-party Products and
any exchange of any information between Customer or User
and a third-party provider of a Third-Party Product is solely
between Customer and the applicable third-party provider.
Box makes no warranties of any kind and assumes no

liability whatsoever for Customer’s or User’s use of any

Third-party Products.
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Section 4. Content Security; Data Privacy

#ak ayTF VR VT4 TFT—HTLTAN

—

4.1 Security. During the Term of this Agreement, Box will

implement and maintain commercially reasonable

administrative, physical and technical safeguards and
measures to protect against unauthorized access to Content.
Such security program will conform to the Box Security
Exhibit attached hereto as Exhibit B. Box's Service
Organization Control 1 (SOC1) and Service Organization
Control 2 (SOC2) Type Il audit reports (or substantially similar
industry-standard reports) (collectively referred to as “Audit
Reports”) further describe Box’s safeguards and measures.
Box will maintain the Audit Reports during the Term and will
provide a copy to Customer once per year upon Customer’s
written request. During the Term, Box will not materially
diminish the overall protection provided by the controls set
forth in Exhibit B and the Audit Reports in effect as of the

Agreement Effective Date.

4.1 X2 VT4 AR A D 2K 11T
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(F 7T FHE A T HEL U 72 2O R D5 3E)
(INHERILTLT EERESE] L)) I
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ISR E N TV DBNEFEHIC L > TH 72 b S b 2k
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4.2 Content Storage Location. The Box Service is
provided from the United States and Content is stored in the
United States. Notwithstanding the foregoing, Customer
understands that nothing herein prohibits: (a) Users from
accessing the Box Service, including Content, outside of the
United States (subject to applicable law); and (b) Processing

information outside of the United States by Box.

4.2 ABE =2 T Y DRERT
P— B RLKE» DR S, ABEF T Yk
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4.3 Data Protection and Onward Transfer of Data. In
the course of providing the Box Service, Box may Process (as
defined below) Personal Data that is in Content (“Customer
Personal Data”) on behalf of Customer and, in such event,
Customer instructs Box to Process Customer Personal Data:
(a) to provide the Box Service (in accordance with the
features and functionality of the Box Service); (b) to enable
User initiated actions on the Box Service; (c) as set forth in
the Agreement or applicable Order; and (d) as further
documented by a mutually agreed upon written instruction
given by Customer and accepted by Box. The Parties agree

to comply with the applicable Data Protection Legislation for

4.3 T— 2 REBITTOBRDOT —F Dlni%
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onward transfer of Customer Personal Data. Box will
maintain, during the Subscription Period, a legally recognized
method for onward transfer of Customer Personal Data such
as Binding Corporate Rules for Processors (each as defined
under Data Protection Legislation), or other substantially

similar mechanism as may be required by applicable law.

IAHIRE . Box (T ST DIERTERBNIT SN T
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4.4 In-Region Data Storage and Processing. Subject to
the purchase of Box Zones or other required Box products as
applicable, Box agrees to store Customer’s Content in the
Location(s) specified in the applicable Order. Customer
understands and agrees that: (i) Customer’s designated
Locations supersede Section 4.2 above; and (ii) while Content
will be stored and may be partially processed in the
Location(s), some Processing and metadata storage and
Processing may continue to be provided from the United
States. Content generated after Customer’s purchase and
provisioning of Box Zones will be stored in the Location(s)
specified in the applicable Order. Content generated before
Customer’s purchase and provisioning of Box Zones will be
migrated to the Location(s) specified in the applicable Order.
The security certifications of the subprocessor(s) used to
provide Box Zones may vary based on selected Location(s). It
is Customer’s responsibility to configure and properly utilize
any data residency features to address its obligations related
to data types and data residency obligations. To the extent
included in Customer’s purchased product, Administrator(s)
may designate and manage, at any time during the
Subscription Period, the Location for each Managed User and
Administrator via the Administrative Console. It is
Customer’s responsibility to configure and properly utilize
the Box Service and Box Zones to address its obligations
related to data types and compliance obligations. To the
extent there are multiple Locations, Customer must ensure
that each Managed User and Administrator is mapped to a
Location at all times during the Subscription Period. For
avoidance of doubt and notwithstanding the foregoing,
Content storage locations follow the ownership of the folder

in which Content is stored in the Box Instance.
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Section 5. Customer Responsibilities

B5%k ABEORE

5.1 Establishment of Accounts. Customer will
promptly appoint an Administrator for the Administrative
Console and such Administrator shall be responsible for:
(a) configuring the settings of the Box Service, (b)
managing any Customer devices and systems, (c) assigning
and managing Accounts, (d) reviewing service notifications
that Box provides through the Administrative Console and
(e) enforcing and managing User access controls and
permissions in accordance with Customer’s own policies
and applicable law and regulations. For the avoidance of
doubt, Accounts can be provided to any User that does not
already have an Account at Customer’s discretion and not
just Customer employees. Customer will ensure that
Managed Users do not share their password with any other
person or permit any other person to log on as such
Managed User. Customer is advised to implement multi-
factor authentication on its Accounts and encryption keys
as applicable. Customer shall ensure that each of its Users
has an Account and may not create shared accounts or
user accounts tied to generic email addresses unless all
Users with access to those accounts also have their own
respective Accounts. Customer may provision Accounts for
Users that are not Customer employees in compliance with
the terms of the Agreement; however, if an Account is
associated with an email address controlled by another
Box customer, then Box may require the migration of the
Account (excluding any Content without Customer’s

Consent) to that third party’s instance of the Box Service.
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5.2 Content. Customer will: (a) be solely responsible

for the nature, quality and accuracy of the Content;

5.2 AEERI VT VY RKERIT, (a) AEE=
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(b) ensure that the Content complies with the terms of this

Agreement and all applicable laws and regulations;
(c) promptly handle and resolve any notices and claims
relating to the Content (e.g. take-down notices pursuant to
the Digital Millennium Copyright Act); and (d) ensure that it
has the rights to the Content in order to grant Box the rights
contemplated by this Agreement. Notwithstanding
anything to the contrary, Box has no liability to Customer or
any third party for any reason as a result of: (i) any
unauthorized disclosure or access to an Account or Content
as aresult of Customer’s or a User’s misuse of the Box Service
or loss or theft of any User password or username, except to
the extent resulting from Box’s negligence or willful
misconduct; (ii) any deletion, destruction, damage or loss of
Content caused by or at the direction of Customer or a User;
or (iii) any failure of Customer to maintain adequate security

or virus controls in any devices used to access the Box
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5.3  Notification of Unauthorized Use. Customer will 5.3 RIEFERDEH KRR, A

promptly notify Box in writing of any unauthorized use of any
Account, Content or the Box Service that comes to
Customer’s attention. In the event of any such
unauthorized use by a third party that obtained access to the
Box Service directly or indirectly through Customer or any

User, Customer will take all steps within Customer’s control

as reasonably necessary to terminate such unauthorized use| ¥

and will provide Box with such cooperation and assistance
related to any such unauthorized use as Box may reasonably

request.
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5.4 Platform Application Restrictions. If Customer
utilizes a Platform Application with the Box Service, then
Customer will not, and will ensure that any Platform
Application does not, promote, constitute or contain (nor
will Customer use or permit use of the Platform Application

to transmit) any Content in violation of Section 2.2.
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Customer will not, and will ensure that the Platform
Application does not (nor will Customer permit use of the

Platform Application to):

i Install software: (i) to perform hidden

activities without Platform Application User

consent, (ii) that may harm or alter a

Platform Application User’s system without

consent, or (iii) that is downloaded as a

hidden component of other software or

otherwise  without express Platform
Application User consent;

ii. Impersonate, or misrepresent an affiliation
with, any person or entity;

iii. Use in any manner not authorized by a
Platform Application User,

iv. Except as otherwise authorized by a

Platform Application User with respect to

such Platform Application User’s Content,

mine or analyze any Content transmitted to,
retrieved from or stored in the Platform

Products/Box Service (including, but not

limited to, through spiders, robots, crawlers,

data mining tools, scrapers, or other
automated means, or services employing
any such means);

V. Circumvent any security measures or
content filtering devices;

Vi. Engage in any activity or conduct that is
deceptive, unfair or harmful or that violates
the rights of Box or any third party;

vii. Use or affect the Platform Products in any
manner that could damage, disable,

overburden or impair the Platform Products

or its functionality or negatively affect or
interfere with users use and enjoyment of
the Platform Products or disrupt the normal
flow of traffic any Box website (including,
but not limited to, flooding the Platform
Products with an excessive amount of data

or content); and
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viii. Violate any law,

rule or regulation or
generally accepted industry standards or
guidelines, including but not limited to laws
pertaining to intellectual property rights,

privacy and publicity.
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5.5

Customer Encryption.

i. During Customer’s use of any encryption control
feature enabled by Box (“KeySafe KMS”), Customer
shall: (a) comply with the then-current technical
documentation applicable to KeySafe KMS; and (b)
provide Box with information sufficient to enable
setup and support for KeySafe KMS, which
information includes, but is not limited
to encryption key ID, access key and secret access

key.

ii. Customer understands and agrees that the
functionality of KeySafe KMS requires Customer to
contract with a third-party data hosting partner
(“Hosting Partner”). In order for Customer to use
KeySafe KMS, prior to implementation, Customer
must separately purchase a license subscription
dedicated solely to KeySafe KMS from a Box
approved third party Hosting Partner. Box is not
responsible for providing any maintenance or
support in connection with the Hosting Partner’s
products or services. Customer’s subscription
with the Hosting Partner is subject to the service
terms for such subscription as agreed upon by the
Customer and the Hosting Partner. In the event
Customer wishes to discontinue its use of KeySafe
KMS but maintain access to Content in the Box
Service, Customer understands and acknowledges
that it will need to maintain an active account of
KeySafe KMS and any applicable subscriptions with
Hosting Partner and Box until all Content has been
re-keyed (i.e. the process for changing one

encryption key to another) to no longer require a
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Customer-controlled encryption key.

iii. During the Subscription Period, Customer shall
ensure it has appropriate technical resources with
KeySafe KMS experience (“Technical Customer
Contact”) such that Customer can provide a 24/7
technical liaison with Box with respect to KeySafe
KMS.  Customer shall provide Box with the
contact information including email and phone
number of its Technical Customer Contact(s) and

ensure Box is notified immediately should such

information change.

iv.Customer understands and agrees that
deploying KeySafe KMS requires detailed process
design, planning, governance, support and
additional training and requires the separate
purchase of professional and training services from

Box.

v. Customer represents and warrants to Box that
Customer has proper rights, access methods,
support and permission to any application that will
be integrated with the Box Service to enable
KeySafe KMS, including but not limited to the

Hosting Partner.

vi. Customer understands and acknowledges that
certain functionality of the Box Service may be
limited as a result of implementation of KeySafe
KMS as described in the KeySafe KMS technical
documentation. For the avoidance of doubt,
Hosting Partners and their provision of products or
services (as applicable) constitute Third-Party

Products under this Agreement.
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5.6 Box Sign. In the event Customer chooses to use
Box's electronic signature product (“Box Sign”), Customer
will be solely responsible for determining whether (a) the
features of Box Sign as specified in the User Guide are
appropriate for Customer’s use case; (b) any particular
jurisdiction’s laws, regulations or other requirements may
apply to Customer’s use of Box Sign for the category of

documents and transactions intended for such use; and (c)

5.6 Box Sign  AJHE A Box DE - E4 R ( [Box
Signl ) AFIAT DI & ERIRLIZYGE. ABEEIT.
(@)= —HW—H A RITHBE I D Box Sign DFERED AT
BDL— Al — AT LTV D0, (b)AEEE DY Box
Sign ZFIAT 2L, YA A BT 5 30E B KO
SloH T VIR EDOEREDER, HAL 320
L D FEANEH X4 2 ATREMED B 5 0>, () ARBE D
Box Sign DX EIR L OHIA (77 4 /v N ORRROF]H
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Customer’s configuration and use of Box Sign (including
the use of any default disclosures) complies with such laws,

regulations, or other requirements.

Zale) NURLERE, B ETToMoEcE
LT E S T 2 HEZHM TR bO
£E92,

5.7 Box Al.

i Customer is solely responsible for the production
and retention of outputs using Box Al in
compliance with the Agreement, the then-current
Box Al Acceptable Use Policy & Guiding Principles,
and all applicable laws. All output generated by Box
Al is done at the User’s direction and is stored in
Content (a) at the User’s sole discretion and/or (b)
as an outcome of a Customer workflow or API Call.
Box Al outputs are not human generated or filtered
by humans and cannot not be represented by user
as human work product. Box is not responsible for
the accuracy or biases of the output or Customer’s
reliance on Box Al output. Box Al queries and
outputs are Customer’s Confidential Information

but are not Content.

ii. A User direction to process a Box Al query qualifies

as Customer consent for the modification,
aggregation, deidentification or other Processing
of Confidential Information for purposes of
generating output. Notwithstanding the above,
Box will not train Box Al using Customer queries or

outputs without explicit consent.

iii. To the extent Users enter personal data or other

sensitive information subject to regulatory
oversight in Box Al queries, Customer and not Box
has sole responsibility for providing any legally
adequate privacy notices and obtaining any

necessary consents for such Processing.

i.v. Box shall not be responsible for, and shall not have
any obligation regarding, any use of Box Al which
relies on queries that infringe on any proprietary
right of a third party or any use of outputs in a
manner which infringes on any proprietary right of

a third party.

5.7 Box Al.

i. ARERIL, ALK, #H 45 Box Al Acceptable
Use Policy & Guiding Principles, 8 X OV X COEHAEE
BSFL, Box Al ZFIH L7 h 7y FOERB LY
REHZOWTHMTHEEZA I D LT D, Box Al IZ
EVAERENDTRTOHNIE, (@) 2—F—DFE7R,
BILWERZEZ (b) AEEOU—I 7u—0fERSH 5
WX AP 2 —UIZ X DT, —F—OEMOH &
Tary T U VIREEND, Box Al D%, AMAD
AR L7ZbDTH, NER 74 NZ )7 LIeb DT
bR =P =N AN OIEEREM L LTRET D
T EIFTE R, Box 1&, HDIEMEMES L <IETRY .
F 7213 Box Al 1 ~DAKRBEEDIKFIZ OV THEEEZA
H72uN, Box Al O 7 =V B LML, KEE O
HHTHDD, 22T Y TR,

i. BoxAl 7T UZWET LD —H—DFR
(T, A EAERT 2 B THREBROEE, £, B
AL ETT T OO AT 5 Z &3 2 RBE D
FEE R END, LRI 59, Box XM
A7 LICABED 7 =Y 713 2468 L T Box
Al # NL—=2 7352 Lidhen,

i, 2 —H—7% Box Al D7 T Y ANT—4# %
T THIER D x5 & 72 5 OO MG H 2 A J) 5
L85, Box TIH7a S ARBR R, i DHHBIZ SN T
ERNCHEE R 7 T A N —@a iRt U, BERFEE
ST OHMOBEEEAS bDLET D,

V. Box 1X. B -"FOMAMELRET L7V
(59 % Box Al DF|H., FRIXFE=ZE O AHELRE
T3 HETOHAOERICONWT, —UOFEREBIOY

FEHEEZADR,
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Section 6. Support and Service Level

Commitments. For Customers who have purchased a
subscription plan for the Box Service that includes
additional support entitlements (e.g. Enterprise Plus), the
Support Services and Service Level Commitments for the
Box Service during the Subscription Period are identified in
the Order. For all other Customers, or if your Order does
not include a reference to your Support Services, Exhibit A
to this Agreement sets forth the Support Services and the
Service Level Commitments for the Box Service during the
Term. Customer will be responsible for supporting any
Platform Application that Customer chooses to deploy and
shall provide such support directly to Platform Application
Users, Box will not provide Support Services to Platform
Application Users, and Box is not responsible for any
Downtime, Issues or other performance issues to the

extent attributable to a Platform Application.

Fex VAR —PFBLII—ERL_LaIy bR
BNV AR — MR AZ T DR (B
Enterprise Plus) % &7¢ Box ' —EADY T A7 Y 7
a7 T U EEAN LTEARBEICE LT, AR,
Box h—ERIZHkTHHHR— hh—2BLO—E
AL a Iy PAY ME, BEETHESND, €
DHOABEIZEAL T, HHWE, BEENFHR— |
P—ERZOVTDOFREEFATHRWES, AFIH
BRI ORIRE A 12, ZRMIM T2 5 Box F—EAD
AKYR— P —EABLOY—EAL~YLaI v b A
YR SNTND, KEEIZ, KEENFTTD
Z L EEIN LT Platform 7 7Y r— g U EYAR— |
THEMLEZAV, Y%V KR— % Platform 77V & —
Vara— Pl EERET 5D & L, Box I,
Platform 7 7'V /r—y g v a—H— 2kt LT, $H—
M —E R ZRftt7, Platform 77U Fr—v 3 T
BERTHHAICISNT, WhRDIF T HA L F
H. FRIFTOMDONRT 5 —~ U ADOMEIZONT
BEEZADR,

v b

Section 7. Warranty and Disclaimer

B1%k  RIEB XOERE

7.1 Box Service Warranty. Box warrants, that during
the Subscription Period, the Box Service purchased under the
applicable Order will perform substantially in accordance
with the functions specified in the User Guide when used in
a manner that conforms to the terms and conditions of this
Agreement and the User Guide. Subject to the notice and
cure provisions of Section 11.3 (Termination for Cause),
Customer’s sole and exclusive remedy and Box’s entire
liability for a breach of this warranty shall be for Box to use
commercially reasonable efforts to modify the Box Service to
substantially perform the functions specified in the User
Guide. If Box is unable to restore such material functionality,
subject to the notice and cure provisions of Section 11.3
(Termination for Cause), Customer shall be entitled to
terminate the applicable Order and receive a pro-rated
for the

refund of the fees pre-paid by Customer

corresponding unused portion of the Subscription Period.

7.1 Box % — B RIZEAT B RAE AFIHBNE &
W—H—H A ROFHETH AT HEERE T Box h— &
2EFAT 256, MABIMP, 52047 23K
SEHAEND Box ' —EANRL—HF =T 1 NIZED
BAILTWVDHEREICFEMNCHE > TERITT D 2 & %,

Box [IPRAET D, #5113 5t (IEXZRBEHIC K 2 2H0M%
BR) ICBWTED DM - BIEBELAAEE LT, Y4
FHARFEICEX LT24E . Box Id, Box —E AN =2—
P—T A FICHE SN TV D RE R FEWNCEITT 5
L 92 Box P —EAZEET < ¥ LEHN 5 )
EINObDET LN, TNEAFERICHGEZ DN DHME—
DY 2B L Box 3 A D REMEL T 5,
Box VYL FEEMIMRE A H T CE R o T lHA . H

113 & (IEY7ZRPHIC X2 ZKMR) I2BWTED D
ety - RIEBUEIZIEV, ABKIT. 24T R EEFEL
fEER L. 22D, ARBEDRHIHAD LI EHED 5 bR
DOIMAMIENCHE T D0 DR L 2T 2 LN TE
%o AFIHBKN GRS DRAET, ABEIZ L TO
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The warranties set forth herein are made to and for the

benefit of Customer only.

Z Elo, AHEOHZZRE L L TRENDHDOT
»H5,

7.2 Additional and Mutual Warranties. Box will
comply with all laws and regulations applicable to the
provision of the Box Service. Customer will comply with all
laws and regulations applicable to its use of the Box Service
and to Content. Each Party represents and warrants to the
other that: (a) this Agreement has been duly authorized,
executed and delivered and constitutes a valid and binding
agreement enforceable against such Party in accordance
with its terms; (b) no authorization or approval from any
third party is required in connection with such Party’s
execution, delivery or performance of this Agreement; and
(c) the execution, delivery and performance of this
Agreement does not violate the terms or conditions of any
other agreement to which it is a party or by which it is

otherwise bound.

7.2 BANFE B ARFE Box I&. Box — b A
WA S5 2 TOEER L ORI 28T 5, A
BiX, Box —EAFAB L OAREE 2T Vil
MAENHETOERER LOBAZETT 5, £4FH
X, HFHFITH L TULT O Z & 2RI JOMRGES

Do

(a) AFIABUKILERITAR, Fifhds L O T
BY . TOLREIHE > TYHREFH T3 LIRHIFITT
XDEMTHRNIOS 2R EMHERLT D L

(b) %Y FFIZ K DAFABK OGRS, 2T FE 21T
JEATIZBEE L T2 255 =38 0 6 OFF# £ 72137
IAREBETHDLZ &, b WNC

() AFIABK OFERE, 2B K OVEITIZ. BNy

FHETHOLMOBROSRM, £72id, ZOMACE2H
W DO ORIl L2 &

7.3 Customer Warranties. Customer represents and

warrants to Box that: (a) Customer or its licensors own all

right, title and interest in and to the Content as necessary in| (

order to grant the rights to Box contemplated by this
Agreement; (b) the Content does not violate privacy or
publicity rights; and (c) the Content is not unlawful or

otherwise gives rise to civil or criminal liability.

7.3 AEEIC L DREE KABIK L. Box (X LT
PUFDZ & 2R LOMRAET 2,

) RBREETIZDOT A 7o —I1%, AR
Lo TEEENTWDHERZ Box 1253 5 720124
T, KR T VNCHT DT T OHER, HEBR
BLOHESEZALTNDZ &,

(b) KR LT NI T TA N —EE 21387
VTAMERELRNE, B NT

(c) K@K 27T o VIREE TR, TOMRFRIE
FIIHEETLEZREIELLOTHRNI &

7.4 Disclaimer of Warranties. EXCEPT AS PROVIDED IN
THIS SECTION 7 AND 9.3, TO THE MAXIMUM EXTENT)
PERMITTED BY APPLICABLE LAW, NEITHER PARTY MAKES
ANY (AND EACH PARTY SPECIFICALLY DISCLAIMS ALL)
REPRESENTATIONS OR WARRANTIES OF ANY KIND,
WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE,
INCLUDING, WITHOUT LIMITATION, REPRESENTATIONS,
WARRANTIES OR CONDITIONS: (A) ARISING OUT OF ANY
COURSE OF PERFORMANCE, COURSE OF DEALING OR USAGE

OF TRADE; (B) OF: (1) SATISFACTORY QUALITY; (Il) FITNESS

FOR A PARTICULAR PURPOSE; (Ill) NON-INFRINGEMENT; OR| %

(IV) INTEROPERABILITY WITH THIRD-PARTY PRODUCTS OR

7.4 PRIEDER AEIEBIVOE 3L
CHETHHAERE., BABICIVHFEINDEX
DERICBVT, WThOYEE S, FRE, BN

B, EE. TOMTHEINTHr»b BT, UTEaTe
BINOIZBEINRD, WHRDIBEEHOWNRDHR
HEZIIMRED T, FEEZFI TR TCORAB IV
PRAE % RIS ER T 5,

T2 A& CHRHA, Rikd DVIXEMF

(A) BITIER, WEARE IXrEEE

(B) () ROV BE, () HEDBH~DES

. (IMEROARBEOBREMRIE. & 2\ iX(v) 5
=FEHAHBENNIT—EROMEEEMAME (€ Box ¥
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SERVICES; THAT THE BOX SERVICE WILL BE

(€
UNINTERRUPTED, ERROR-FREE OR FREE OF HARMFUL
COMPONENTS; AND (D) THAT THE CONTENT WILL BE SECURE
OR NOT OTHERWISE LOST OR DAMAGED. SOME
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES. IN SUCH AN EVENT, THE ABOVE EXCLUSION

WILL NOT APPLY SOLELY TO THE EXTENT PROHIBITED BY

— PRI, =732, bLLITEER2
VIR—R Y BV L DEREE

(D) ABEEFEa VT U IEETHY ., HEHLLIX
BE L& OEREE
BURHRIEDHERDBF R SN R WEBEORKFT L &
5, DA, U EORIEOBERRIL, BRICK D EE
ENAFETOABERHEINBZNED LTS,

LAW.
Section 8. Proprietary Rights 3PS R EEROFER]
8.1  Content Ownership by Customer. As between| 8.1 RKBEDODFEEZ 2T 7T DA

Customer and Box, Customer or its licensors own all right,
title and interest in and to the Content. Customer hereby
grants Box the right to process the Content solely to provide

the Box Service to Customer or any User or pursuant to this

KREZ L Box & D TIX, NEEFI1X%
DTA =1, AR T VKT BT RT
DOHER], MERB X OMREZ AT 5, RBEKIL. Box IZ
%L, Box h—ERZAKRE D L 1L —H — T2k

Agreement. T 5 HIE IR S BIIZIRY | R@E =2~
T H RS DR 2 A 5D,
8.2  Ownership of Box Service by Box. As between Box| 8.2 Box @ Box % — Y R|TxT AFEME Box &

and Customer, Box or its licensors own and reserve all right,
title and interest in and to, including any improvements or
derivatives, the Box Service, the Box marks and other items
used to provide the Box Service, other than the access rights
expressly granted to Customer in Section 2.1 (Access Grant).
No title to or ownership of any proprietary rights related to
the Box Service is transferred to Customer or any User
pursuant to this Agreement. All rights not expressly
granted to Customer are reserved by Box. Box reserves the
right, in its reasonable discretion, to change or require
Customer to change its Box Service user ID and any custom
or vanity URLs, custom links, or vanity domains Customer
may obtain through the Box Service with notice to Customer.
In the event that Customer makes suggestions regarding any|
features, functionality or performance that Box adopts for
any of its products including the Box Service (expressly
excluding Customer Confidential Information), such features,
functionality and performance shall be deemed to be
automatically assigned under this Agreement to Box, and
shall become the sole and exclusive property of Box.

Customer may not use any Box trademarks, logos, or other

Box marks in connection with its use or deployment of the

KRR & ORI T, Box £XZED T A U —7%,

Box #—E A Box DIEE, I LU Box h—E XD
HDTZDIHEH SN D EDMDO LD (WD D HBY)
FIF R A G Te) (x5 T X TOMHER,
MR KOMERS (BB 215 (T 7B AMEDSTE) TR
RN U CHURIICHT 5 SN 7 7 & AMEITER <
AL, ThbZ®IRT 5, Box F—EXIZHRT D
WPERIHERNC XF 3 2 W2 DHER U E 723 A MED . AR
FIRABHNCHE > TR 2T —F—ICBi L7z

VY, RREIZHARIICA G S W3 R TOREF] %

Box [ZBIRT 5, Box X, =D AP 7eH & CABE
~OEHE B o T, AREN Box h—E A% L TH
59 %, Box ¥ — B RIZEBIT DAL DL —H —ID,

HAZ I URL, /S=T 4 URL, BAZ LY 7 H 1<
IINR=T 4 AL EEEL, 3N 2EHT
% & O ARRBEIZERT DHR 2R T 5, B O
(Box #—E R & ETe) IZ Box DEEH LTV 5 FF

PE . BEREE T IIMERBICRE T DR R (REE ORI
WITHRIIZERINT ) BARBEE O T LY

A MR | HSRER JOWEREIL. ARIHMIRICEE
3% Box |2 HENIZRETE ST & A7 4L, Box 23 HL
MTHEAETLHMELRD LD LT 5H, REHKIL. Box
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Box Service without the prior written consent of Box.

OEmMZ L A2FRIORE /L, Box —E2DF|H,
H 5 F Box H— B ADEITIZEE L T Box D REHAE,
o I FE 23 F OO Box DIEEEZFHH L TiLR 57
v,

Section 9. Training or Consulting Services Ho%k No—= FFEmtkardvrs g v 79—
B2
9.1  General Terms. Customer may wish to receive| 9.1 JEH ARERIL, WHAICEE I EE

certain services of a professional, educational, operational or
technical nature (collectively, “Consulting Services), as
further described in a mutually agreed upon Statement of
Work (“SOW”) or as otherwise outlined in the applicable
Order. Each SOW will include, at a minimum: (a) a
description of the Consulting Services and any Box Materials
(as defined below) to be provided to Customer; and (b) the

scope of the Consulting Services.

BE (LT TsowW) &\ 9) Fldad 4 5 %EE
kS TWb—ED7e 7y afih—t
A, BEP—E R, EHP—EAEEH -
(INBERHLTLUT Tavdrr e vy 79—1
R EW)) ORMEZITLILEFETHLNT
Do 45 SOW (ZITIRAKIR, (a) ABE IS <& =
VYHNT 4 TR B NC
(UL FICER) OFHB LY (b) 2P T 7
P—EADOHFHN LI ND b D ET D,

Box ~7 U 7/

9.2 Box Materials. Box shall own all rights, title and

interest in and to the documentation, templates, training| A D —

materials, recordings and other items (collectively the “Box
Materials”) Box may provide to Customer as part of the
Consulting Services (including any intellectual property rights
therein, but excluding any Customer Confidential
Information and Customer logos and trademarks that may be
included in the Box Materials, collectively, “Customer
Property”). Box shall have the right to use any such Customer
Property solely for the purpose of providing the Consulting
Services to Customer as set forth in the SOW. During the
Term of the Agreement, Box hereby provides Customer with
a royalty free, limited, non-exclusive, non-sublicensable,
non-transferable and terminable license to use such Box
Materials solely for Customer’s internal operations in
connection with its authorized use of the Box Service. For the
avoidance of doubt, Box shall own all intellectual property
rights in the proprietary tools, libraries, know-how,
techniques and expertise (“Box Tools”) used by Box to
develop the Box Materials. Nothing herein shall be
construed to assign or transfer any intellectual property
rights in the Box Tools used by Box to develop the Box

Materials, and to the extent such Box Tools are delivered

9.2 Box 7 U7 /N ar ¥ s rH—E
BR & LT Box WARBEICHRMT 2 XFEL LU
Fo—=27&8, va—F 47T A
Th, FOMT AT (ZNHERFRLTLLT [Box
T UTN ] L)) ITHT DT X TOMER, HER
B EOMELR T Box 3T 5 CHIRUIMPEMEIZ B 1028,

Box ¥ 7 U 7V IZHEEN TV AHARBER OWEIEHRE
FOARBEREOR I, FEITEERV, TNDERIRL
TUTF THABEFAE® &\ o) . BoxId, SOW IZFE
WSk CTa LT 4 Y- B X B ARREKIC

T2 L) B 720 O KR FTA W % 18
TOMRZAT D, REBIRT. Box 1%, AREN

Box ¥ — B R ZFF Al S M- HiPH TR T2 Z & IR
LT, AREDNEEBIHENT 5 HR9ICHRY | Box
~T VT BERTHZENTE D EE, HIRM

. IEMER, YT T A AR, EIEARRE, R
RAIREZR T A & o A% . AFIHBUK ORI HEWARFK

VL — b,

WX LZ I 535, BBEBERIT H7-0OICFEB LT
B, Box =7 U7/ BT H7-DIZ Box H3Mif

M 2WBEDOY =N, FA4T7FV, JUNT, T7=
v 7 B LOEMAEFR (LT [Box Y —] WnH) O
TN PEMEIL TN T Box ST L, 40D IR PEME
IARFIABOO EOSCH NS LEE E - IIBIE IS
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with or as part of the Box Materials, they are licensed, not

assigned, to Customer, on the same terms as the Box

IR I NNV D E TS, Box Y —/LN Box ¥ T Y
T L BICERITFO—EE L TIASND S

Materials. . Box Y — /L, ARBEKICEEINDLDTIEHRL,
Box ¥ 7 U 7 /L&Al — DR TARBEIHEHN T A&
AR E S,

9.3 Consulting Services Warranty.  In regard to| 9.3 2P NT 4 T RIZET AR

Consulting Services only, Box warrants that: (a) Box and

any Box Personnel that provides and performs Consulting
Services hereunder has the necessary knowledge, skills,
experience, qualifications, and resources to provide and
perform the Consulting Services; and (b) the Consulting
Services will be performed for and delivered to Customer in
a professional and workmanlike manner. If through no fault
or delay of Customer the Consulting Services do not conform
to the foregoing warranty, and Customer notifies Box in
writing within seven (7) days of Box’s delivery of the

Consulting Services, Box will re-perform the non-conforming

portions of the Consulting Services at no cost to Customer.

aYT 4 T —ERTET DR I
BT, Box X, AFDZ & &2RFET D,
(@) =Y NT 4 T — R ERYEE LOEITT S
Box 35 L U Box Y — B RIEABARE 1L, =T o
V7= R AR L OVEIT T 5 7 DI B e A
. AXL, B, BREBLRY Y—XEFFLTND
&L RBHNT,
(b) 2T 4 v TP — AL, HHORED
RAFWET, RKEEOIZDIZEIT S, KEEITHAS
nsTee,
AREEMNIFEMEE T ITBER 2N b BT,
IUYPNT 4 7Y B AR ERRRGEICE A LTV e
WIEE. Box B2V vT 4 T —ERAEZMAL T
DD 7 T8 H EANIZ A DS Box \CEiH Tl Liz & &
WZBRY | Box IE, ERRMAREICEAS Liana T o4
VIR %, KERICEDEHOAMR LIZHE
179 %,

Section 10. Fees and Payment

105k BHeds JUSHAW

10.1 Fees. Customer agrees to pay all fees set forth on
all Orders and as otherwise required under this Agreement.
Any additional Order(s) for User subscriptions or products
will be coterminous with the existing Subscription Period.
Unless otherwise specified in an Order, all fees and other
amounts are payable in (a) Japanese Yen (JPY) if Customer is
in Japan and (b) United States Dollars for all Customers

anywhere else in the world.

10.1 & AREIX, TRTOREEICR
Hl, B ROFRFAHOIRED HNTNDHTRTO
BHea2 39 Z EICRET 5, MAZ—F—F 71T
mh A BN SCT 258 E, WIRABATOIABIH & 7
CL7d, BEECHNEOEDNROIEY , Beto
D GEDTTH, (a) ABKEN HARIZHET 2%
AITIFAARMZEY, (b) ZOMOEIZHTET H T
TORBEIZOWTXK FLIZ XY, Zihbhd b o
LT 5.

10.2 Non-refundable and No Cancellation. Except as

specifically set forth in this Agreement, all payment
obligations under all Orders are non-cancelable and all

payments made are non-refundable.

10.2 IREFER LUBGHERE  ARARKICH
ROEDRD DY BZRE, TRTOREEICASS
FTRTOZILEBITBIHAETH Y . sl d T
DXHNTHRARETH %,
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10.3 Invoicing and Payment Terms. Unless otherwise
specified in the applicable Order, Customer will pay all fees
within thirty (30) days of the date the applicable invoice is
issued by Box. Inthe event Customer disputes any invoiced
fees, Customer will provide written notice of the disputed
amount within fifteen (15) days after the date of such invoice
and timely pay any undisputed portion of such invoice. The
Parties will cooperate in good faith to resolve any disputed
invoice or portion thereof within fifteen (15) days of notice
of dispute. All amounts payable by Customer under this
Agreement will be made without setoff and without any
deduction or withholding. Customer will promptly reimburse
Box for any cost or expense incurred in connection with any
collection efforts undertaken by Box in connection with any
past due amount owed under this Agreement. At Box’s
discretion, past due amounts may accrue a late fee equal to
the lesser of 1.5% per month or the maximum amount

allowed by applicable law, whichever is less.

10.3 FRB LU EMH T L REE
R DTED N IRVRY | AREEEIL. T XTOEHE
%, Box MFEAT LT-sEREO A D 30 HLUNIZXK
HhoboLT 5, KEET, FRIhBeIC BEn
HLHEEITIE, B0 d D BHE Y% REO B )
5 15 FUWNIZEmICTHAT 5D & L, MikibK
D 9 HRFEDORNFITOVTITER R L b D
ET 5, MYUEEIT, BEOboiEREEITTO
—EIZOWT, SEEEEA A S 2% 15 B AN
R RSB W T Db D LT D, REREPAF]
RBFNCIES ETHL D RETXTOSFIL, ML
(2. o, PERRE T IRRR BN 2R LIS S bivd b D
&I %, ARREEIL, ARHBANTEEDSWTIHA S F5
D& % IR A RGH U 7= %8I B LT Box 23T 9
— Y OBIEENC B L CRAT D VR BT
I3 %, Box IR0/ NTEIR T 5, SCHABIIR & 1%
Li=&5ciE, A 15 8—t%r P THH LG4 L
B VRSN ORROBEELE O H LT b
RN ORI Y 3 D IEHEE S, Box DRI
Lo THRATLHZLEND D,

1]

10.4 Taxes. All Orders pursuant to this Agreement do
not include any transaction taxes, which may include local,
state, provincial, federal or foreign taxes, levies, duties or
similar governmental assessments of any nature, including,
but not limited to, value-added taxes (“VAT”), excise, use,
goods and services taxes, consumption taxes or similar taxes
(collectively defined as “General Taxes”). All fees invoiced
pursuant to this Agreement are payable in full and without
reduction for General Taxes or foreign withholding taxes
(collectively defined as “Taxes”). Customer is responsible
for paying all Taxes associated with fees due pursuant to this
Agreement and Orders, excluding income taxes imposed on
Box. If Box has a legal obligation to pay or collect Taxes
(expressly excluding Box income tax) for which Customer is
responsible under this Agreement, the appropriate amount
shall be computed based on Customer’s address listed in the
applicable Order and Customer confirms that Box can rely on
the sold-to name and address set forth in the Order(s) as
being the place of supply for sales tax purposes. Such Taxes

will be invoiced to and paid by Customer. If Customer is

10.4 FLBL AFAHANTE 5 FEEFTIT, W
MR LEAIRL (MG, B, N, EFE I IIANE OV
R HME OB, BMEE. BBLE XL OBUFIC X
LEETHEHEINDGZ b H D) (MBS (LA
[VAT] &Wv9) | Wdnfi. BB, i - —1E X
Bi, HEBLE CITHEBOMBLZ S Teh ., ZhDHIZRE
Enfe) (IRHERRLCLT [E@EB &»

9) bEENTHZRY, AFABRKICHE - THERS N
DT _XTORIE, H@EEE 72 TANE O TR UL

(INBHEBHLTLT [REMB VD) 2R
THI R BN LD LT D, REEEIL,
Box [ZAR S N DIEAFTEHLZ R E . AR ALK LT
FIEFITNE - THHL O REBBIMHT DT X TOR
B AT REEFETEE O, ARABNICESE
RERE DA T R ERMEFB (Box FTIEFBULHIRIC
Br<) AR E 723U N E B EOEF & Box 2
HoTWDHYE, WUREHN, 44T HFIEFICH
S ATV D ARRAK OFT R SV TR S 4,

Box I&, FEEICFEH SN TV D WO LFHB LW
EFTE, 78 BRI BRICRT 246507 & LTk

23/54—




box

legally entitled to an exemption from the payment of any
Taxes, Customer will promptly provide Box with legally
sufficient tax exemption certificates for each taxing

jurisdiction for which it claims exemption. Unless
otherwise prohibited by law, Box will apply the benefits of
any requested tax exemption to charges incurred by
Customer after the date Box receives and reasonably

processes such tax exemption certificates.

HIEMTELHI LA, KBEIXZ ZITHERT 2, 0
M OBBIIABRICHE R I, RBEICL > THhb
o, RBEED, WTILDLORGERBLOGERE 51T 5
TENTE LR LOBKERET D5E. ABEIL.
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FlZ & o TH LN D MBI A | Box 25 Bk DFBLGE
W3 % 200 L DA EIRICALER L72 B X 0 BICAKR#ER
MEHRTLEEICENT 5D &35,

10.5 Non-Payment Suspension. If any Customer
invoices are more than sixty (60) days past due (except with
respect to charges subject to a reasonable and good faith
dispute as set forth in Section 10.3 (Invoicing and Payment
Terms), in addition to any other rights or remedies it may
have under this Agreement or by applicable law, Box reserves
the right to suspend Customer’s access to the Box Service
upon written notice, without liability to Customer, until such

past due amounts are paid in full.

RTHWEEB LT —EREL
10.3 55 T[RRI L OSHARME) ITED 2 BB THE
DEFENEZ OGN TV DHEEZERE) KBEEK O RKE
(S S SHAWD LIRS 60 H 28 2 TV 555
A, Box IE, Box AAFIHBIK L F72I3mz 7 2 15
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HIRRE RN REAZH SN D £ T, NBERICKTT D
B2 AbTIc, EHICL2EME L > TBox —t
ANDKRFEEDT 7 R EAZ 1T DHER BT 5,
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10.6 Purchases Through Box Resellers. If Customer
places an Order for the Box Service from a Box Reseller, any
terms herein related to ordering, invoicing, refunds, or|
credits do not apply. Customer must establish such terms

with Box Reseller. In addition, any terms established
between Customer and Box Reseller as related to support
services will apply instead of such terms herein. For the
avoidance of doubt, nothing herein affects suspension rights

or deactivation rights for Box or a Box Reseller provided for

10.6 Box BEREEZBUZHBA AWK Box Ff
BREE DRIET D Box P —ERAERELLEE, 22
(ZRCH L TV DR, FEk, AWREL, Z LYy BT
B2 SR I3 S e v, 20 D R AR A
Box FIR¥EL L HET HMERH D, S HIZ, YA—
M —EZIZBE L T, B LS Box FHRFES O
(ZHESL ST GFIE, AR OFAFEORD Y IZHH X
5D, A BT D 7oDIZFIR LT, AF M
K EOWHaHES ., AFIABKPIZED S Box

in this Agreement. 7213 Box FRIRZES OE 1L F 72 1B L OMERNIC 2R L
20N,

Section 11. Term and Termination F115  TRHE B L ORMEER

11.1 Term of Agreement. This Agreement will| 11.1 AR B DB A AR RAHFFIL

commence on the Agreement Effective Date and will remain
in effect for as long as there is an Order in effect (“Term”),
unless otherwise terminated as provided for in Section 11.3

(Termination for Cause) below.

AFABAIBEB AR T oD & L, H 113 5%
(IEX 70 BRI X 2 300R) 8D D & T AIHES
TREBRS AR WERY | BB EENET DRV A
MThHHbDLT D (LLT KB, 2vo) .

11.2 Term of Order and Renewal. Each Order placed

under this Agreement will be in effect for a period of one (1)

11.2 REEOHF IR L OEH AFIH]
BURINCEED & FAT ST AR IEEIT, FBIEEN THIE
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year from the service start date of the Order unless
otherwise agreed in the Order. Thereafter, unless the
Agreement is terminated as provided herein, the Order(s)
will automatically renew for the same period of time as the
Subscription Period of the prior Order, unless either Party
notifies the other Party in writing of its intent not to renew
the applicable Order(s) at least thirty (30) days’ prior to the
end of the then-current Subscription Period of such Order(s).
If the initial Subscription period is longer than one (1) year,
The usage limit and pricing for the renewal subscription
period will be the same as in the last year of the Subscription

Period, excluding any provisions in the Order (e.g. overage

grants) applicable to the initial Subscription Period only.

WCEBELRWIRD | BEFICLIN TV D —E R
GO LERANTHL LD LT 5, £DKIT, K
FIRBRI O BUEIZHE > TAFRI A BRI DR S 7072
V. FEEIL, EERIOREFITES MAIM & [F
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TRVEN AT Y IOk L ClAT 5 2 LT
X%, PIEMABIMS 1282 2856, HHMAR
ORI FIBREE 6 J Ok 1%, RN O A1 58
ENDHREEOHE B . A—R—L—If55%) %
bR A O RAARE L Rk E T2,

11.3 Termination for Cause. Either Party may terminate
this Agreement for cause upon thirty (30) days’ written
notice to the other Party of a material breach of this
Agreement if such breach remains uncured after the

expiration of such period.

11.3 IEM 2B X SRR T oY EE
b AFI A O BERAGERIZ DU Tl DERCY %
FIZx L T30 HoOMM AR T CERICL Y@ML
bbb, MRS b Y ER DS RIES
MR WEEITIX, Y22 T X0 AF AR % fRhR
THZENTEL LD ET D,

11.4 Termination for Insolvency. Either Party may
terminate this Agreement for cause if the other Party
becomes insolvent, admits in writing its inability to pay its
debts as they mature, makes an assignment for the benefit
of creditors, becomes subject to control of a trustee, receiver
or similar authority, or becomes subject to any bankruptcy or
insolvency proceeding (“Insolvency Proceeding”). Customer
acknowledges that the Box Service is a service, not a good,
provided pro rata over the Term on a daily basis. Any use of
the Box Service by Customer after the commencement of an
Insolvency Proceeding is an actual, necessary cost and
expense of preserving Customer’s estate. Customer agrees
that nothing herein shall limit Box’s rights of offset or
recoupment and that Box is entitled to offset or recoup the

value of Box Service provided after Customer becomes

subject to an Insolvency Proceeding against any claim

114 XHBARICLDMER WThobysEEs, i
FYREFENSHARRRICR Y | EBOREHNER L
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LTSN — R THDH 2 L 2T 5,
SAARREFAE & OBIA#% . ABEIZ L D Box —E R
OFIE, REEOEIEZ R2T D EERICHLE R EH]
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DBUE D, Box OFHR B 2 W ITIRGE RHEZ IR 5
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brought by or on behalf of Customer.

11.5 Post-Termination Obligations. Upon the
termination or expiration of this Agreement for any reason,
Customer will have no further rights to access the Box Service
hereunder except as set forth in this Section 11.4. For
thirty (30) days following the expiration or the termination of
the Agreement or applicable Order, and subject to
Customer’s prior written request, Box will allow Customer
limited access to retrieve any Content remaining on the Box
Service. After such thirty (30) day period, Customer will

have no further rights to access the Box Service.

115 TP THROBEE FHHoMIrnrbb

T AR AR OMRER F 72 TR T OSA I, R
BRIE, A 114 RITED LML, AR O
L TBoXx V—ERIZT 7 AT D072 DHER B 2
DHDETDH, ARMABMOFIWM E 1T Y T 5
FEENM T LS LIRS 7=t 30 A, AR
BENEmMIZ LY FNCFHER LEAITIE, Boxid, &
FEZIZH L, Box U —E RS> TW\WAHTRTHa
TV ERGT DD ORIRM T 7 B 22T T 5,

M54 30 H IR L 721211, AREEIL, Box Hh—
AT VR ATHHERERI bDO LT D,

11.6  Surviving Provisions. Upon any expiration or

termination of this Agreement, the following sections will
survive: Sections 1 (Definitions), 5.2 (Content), 7.3
(Disclaimer of Warranties), 8 (Proprietary Rights), 10 (Fees
and Payments), 11.5 (Post Termination Obligations), 11.6
(Surviving Provisions), 12 (Indemnification), 13 (Limitation of|

Liability), 14 (Confidentiality) and 15 (Miscellaneous).

TERERE AFHBR O T £ 7213k
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11.6
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LT 5,
Section 12. Indemnification 124 HE
12.1 Indemnification by Box. Box will defend Customer| 12.1 Box | L 5 flifE Box %, Box #

against any third party claim that the Box Service infringes a
registered patent, registered trademark, or copyright of a
third party, or misappropriates a trade secret (“Claim Against
Customer”), and will indemnify Customer for the resulting
costs and damages finally awarded against Customer to such
third party by a court of competent jurisdiction or agreed to
in settlement. To the extent not prohibited by law, Box will
have no liability to Customer under this Section 12.1 for any
Claim Against Customer that arises out of: (a) any
unauthorized use, reproduction, or distribution of the Box
Service by Customer; (b) use of the Box Service in
combination with any other products, technology, process,
software or equipment not supplied by Box nor explicitly

supported in the User Guide if such Claim Against Customer

would have been avoided without such combination; or (c)

— BRI =FH OB, BREREIE S L < ITFE1EME
FRELELIIEEMEZAEMHL TS EDE=
FIZEDWD R 5T (LT TARBEICH§ 5 B
T) W) OARBEEAVIHTLIbDOE L, £,
ZORRELTELL2BEABIUHEFEHESTH -
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26/54—




box

any modification or alteration of the Box Service by anyone
other than Box or Box’s agents without the written approval
of Box. In the event of a Claim Against Customer pursuant
to this Section 12.1, Box will (at Box’s option and expense):
(i) obtain for Customer the right to continue using the Box
Service; (ii) modify the Box Service to make it non-infringing;
or (iii) if subsections (i) and (ii) are not commercially viable
(as determined by Box in its sole discretion), terminate this
Agreement, in which case Customer will be entitled to a pro-
rated refund of any fees pre-paid by Customer for the

corresponding unused period of the applicable Subscription

Period.
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12.2 Indemnification by Customer. Customer will
defend Box against any third party claim that either
Customer’s Content or use of the Box Service is (a) in breach
of Section 2.2 (Acceptable Use of the Box Service) of this
Agreement; or (b) infringes a registered patent, registered
trademark, or copyright, or misappropriates a trade secret
(to the extent that such infringement or misappropriation is
not the result of Box’s actions). Customer will, with respect
to any claim against Box that is subject to this Section 12.2,
indemnify Box for the resulting costs and damages finally
awarded against Box to such third party by a court of

competent jurisdiction or agreed to in settlement.

12.2 ABEICEL DFME AKX U TOH=
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12.3 Indemnification Process. As a condition of

receiving an indemnification under this Agreement, the Party

12.3 WE S oz AR FABFNC FE D & il
BT DM E LT, ARARICES MiEERD
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seeking indemnification hereunder (the “Indemnified

Party”) will provide the other Party (the “Indemnifying
Party”) with: (a) prompt written notice of the claim,
provided, however, that the failure to give such notice shall
not relieve the Indemnifying Party’s obligations hereunder
except to the extent that the Indemnifying Party is prejudiced
by such failure; (b) complete control over the defense and
settlement of the claim (provided, that the Indemnifying
Party will not settle any claim without the Indemnified
Party’s prior written permission if the settlement fails to
unconditionally release the Indemnified Party from all
liability pertaining to such claim, such permission not to be
unreasonably withheld, delayed or conditioned); and (c) such
assistance in connection with the defense and settlement of

the claim, at the Indemnifying Party’s expense, as the

Indemnifying Party may reasonably request.
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12.4 Exclusive Remedy. This Section 12 states the
Indemnified Party’s sole and exclusive remedy against, and
the Indemnifying Party’s sole liability to, the other Party for
any type of claim under this Section 12. Notwithstanding
the foregoing, each Party will have the right to terminate this
Agreement pursuant to Section 11.3 (Termination for Cause),

to the extent the event giving rise to indemnification

12.4 Pefh A ReFE AREF 12 SRiT. ARER 12 5%
IZEES S W HFEO RN TR LT, #MiE Y F
FH DM TTEFEITE U THT S M — Do) 728
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BOME—DEEEZED TS, EZIChrrbbLT, #
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THHAIIE, SYFEHIT, F 1135 (EX470HH

constitutes a material breach of this Agreement. (2 &K DZHIERR) 1THE > TARFIHER 2 bR 5 MR
#HT 5.

Section 13. Limitation of Liability #1354 BHEORE

13.1 Limitation of Liability. IN NO EVENT WILL BOX’S OR | 13.1 BEEDRE AFRFERONSEL BT

ANY OF ITS AFFILIATES’ TOTAL AND CUMULATIVE LIABILITY
FOR ALL CLAIMS OF ANY NATURE ARISING OUT OF THIS
AGREEMENT EXCEED THE TOTAL FEES PAID BY CUSTOMER
TO BOX (OR TO A BOX DISTRIBUTOR OR BOX RESELLER, IF
APPLICABLE) FOR THE BOX SERVICE IN THE TWELVE (12)
MONTHS PRECEDING THE DATE OF THE FIRST EVENT WHICH
GIVES RISE TO LIABILITY UNDER THIS AGREEMENT. THE
FOREGOING LIMITATION DOES NOT LIMIT OR EXCLUDE ANY

LIABILITY FOR DEATH OR PERSONAL INJURY CAUSED BY

NTDNWH2 5 HE DRHEFERIZ- OV T Box H L <

(3 DBRSHNA S BEBEEOCRFEIL, Y%EL
DFRABHIFD TA U B LAAT 12 5 AR, &5
R ESE, Box —E XD & L TARBEED
Box (FE7zid., HEYUEBEBNWVBEEIZIL Box DIRFTTHEE
# L< X Box DFEIRESE) X > 7=B&0 a3

. VWHRIBATHLBEIRVbD LTS, FREOE
ERREX, BRICERT T EIIAFEFICON
TORERELRE X ITPEER L 20N,
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NEGLIGENCE.

13.2 Disclaimer of Consequential and Related Damages.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, IN NO EVENT WILL EITHER PARTY BE LIABLE FOR ANY
INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE, COVER, LOSS OF
PROFITS OR REVENUE, OR CONSEQUENTIAL DAMAGES
(INCLUDING, WITHOUT LIMITATION, LOSS OF GOODWILL
OR LOSS OF USE OR DATA) HOWEVER CAUSED, UNDER ANY
THEORY OF LIABILITY, INCLUDING, WITHOUT LIMITATION,
CONTRACT, TORT, WARRANTY,

NEGLIGENCE OR

OTHERWISE, EVEN IF SUCH PARTY HAS BEEN ADVISED ASTO

13.2 IRAERHE ERER L OEET 3 EEED
BERR WP OYEEL, ZORKIZ»b D

3. MRS, ATRERY. BRBI. REEIRY. AHEAY. RIS
LR 0#K D, EIRENZIBERE (%
LoBROER, EREET — 2 0ELROBERE
EELR, ThHIZBESHARWY) 2. WrR5HEE
EE (. RNETA. REE, BER. 20MOEREE
BEZLR, ThDHIZREINZRY) IZESNTSH,
UHEEHESECHFRBEEYRYEERMD SN
TWeBEEThoTh, BRABICKXVHFEINDIRKR
DEIF TRiRIhD b0 LT 5, RN, IREMEZ
3 DMOEERE OBEBRPF I NBRWERSG H D,

THE POSSIBILITY OF SUCH DAMAGES. SOME FOBE. LEOREHRIL. Bt LS A
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF ECERAIRARVLDET S,

INCIDENTAL, CONSEQUENTIAL OR OTHER DAMAGES. IN

SUCH AN EVENT THIS EXCLUSION WILL NOT APPLY TO THE

EXTENT PROHIBITED BY LAW.

Section 14. Confidentiality 145  TWEBRE

14.1 Definition. Either Party may disclose | 14.1 EH WTIOYFEE S AR HBEND

Confidential Information to the other Party during the Term
of this Agreement. “Confidential Information” means all
information disclosed by one Party (“Disclosing Party”) to
the other Party (“Receiving Party”) which is in tangible form

Ill

and labeled “confidential” or the like, or that reasonably
should be understood to be confidential given the nature of
the information and the circumstances of the disclosure.
The following information will be considered Confidential
Information whether or not marked or identified as such: (a)
Content; (b) the terms of this Agreement including all
Orders and pricing thereto; (c) personal data of Users; and
(d) the Disclosing Party’s strategic roadmaps, product plans,
product designs and architecture, technology and technical
information, security processes, security audit reviews,
business and marketing plans, and business processes.
Confidential Information will not include information that
as shown by the Receiving Party’s records was: (i) already

known to Receiving Party at the time of disclosure by the
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Disclosing Party; (ii) was disclosed to the Receiving Party by | ¥, EX =2 U7 17 mt R, X2V T EHL
a third party who had the right to make such disclosure | —, FEB LR~ —Fr 7 4 VI EEBIRE YRR T
without any confidentiality restrictions; (iii) is, or through | =& A,

no fault of the Receiving Party has become, generally | L FOWTIMNIFEY T 25 2 & D HEY FH OFLERIC
available to the public; or (iv) was independently developed | £ > TREN D FEHIT. MBEFERIZE EHR,

by Receiving Party without use of the Disclosing Party’s | (i) B/~ 3512 L BB/ OIS Caz 8 Y FHE 23 BRI AN
Confidential Information. /LT &,

(i) YR Z T DHER 28 L T2l =F 0, fbE
PREFOMIR e LIS FH ISR L2 Z &

(i) A THY . b LUTZEYFEOFICI ST
RNADHD LR & £zl

(iv) B7R 2 e ORLE G Wz IO B FH
MACHRE L L,

14.2 Protection. The Receiving Party will use no less| 14.2 PR Y FEEIL, HRYFEENLZ
than a reasonable standard of care to safeguard the| fH L7=fAEIEHRE Ri#ET D720, SHEIKEL EoHE
Confidential Information received from the Disclosing Party.| B4 #,9 b D & 95, ZHEYFEHIL. (a) AFIHEKN
The Receiving Party will only use the Confidential| DRI ITHE L s oARFARK LOBEEEITT D
Information of the Disclosing Party: (a) to exercise its rights| #3&. F£721% (b) ZOMIKIC L Y BRI N D HEI
and perform its obligations under this Agreement; or (b) as| D7, B RYFELZOWEBTRAEHAT LD LT 5,
otherwise required by law. Box Personnel with access to| Box — B AEHBIRE L. WICAFIHREKNORE %
Customer Confidential Information shall at all times be| 5E&IZHE T 5 2 & & KIS, REEOMEIEHEZ A
subject to confidentiality obligations no less restrictive than| =325 H D &35,

those in this Agreement.

14.3  Permitted Disclosure. Neither Party will disclose| 14.3 FEINDRR WP oY EE
Confidential Information in violation of the terms and| &. L7 9 FEHEOEFEHIC L D FAORE R <. AFIH
conditions of this Agreement to any third party without the| H#) DS E K L CRVETE % 5 =& 2B LTI
prior written consent of the other Party. Notwithstanding| 72 5 721>,

the foregoing, each Party may disclose Confidential| LFRIC2b 5B, L FOBAICIL, L FEIL, i
Information without the prior written consent of the other| J7 X4 538 O EH |2 & 5 FETO[FIE 72 LIS 2 B
Party: (a)as compelled by law provided that to the extent| "R3B Z LN T 5,

legally permissible the Receiving Party gives the Disclosing| (a) {EfE EFRBFIT N TS & Z AN TRART
Party prior notice of such compelled disclosure and| %6 (7272 L, B EFFSNL LT, SEYFH
reasonable assistance, at the Disclosing Party’s expense, if| 73, FH T HIL TV D Y RZ IR Y EFIIHTL
the Disclosing Party seeks to contest such disclosure; (b) in| FERIZHEE L, 23>, BIRYIFHE DY RIS LT
confidence to its legal counsel; (c)in connection with the| BEZ ML H &§5 & 12iE, BAIRYFEZOEFAA
enforcement of rights or performance of obligations under| ¥iZ CEHAER 2 B R S HH ICIRMET 2 2 L 2551t
this Agreement; or (d) to respond to an emergency which Box| &9 3) |

believes in the good faith requires Box to disclose| (b) P LiTxF LEkE & L CREIRZ T B354,
information to assist in preventing the death or serious| (c) AFIFBRA b L < IEAF AR HS AR D IH
bodily injury of any person. Notwithstanding the foregoing,| il T & 72 1XFE OJEITIZEEE L TR T 2546

=
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the Receiving Party may disclose Confidential Information
expressly excluding Content its

banks

(x) in confidence to

accountants, and financing sources, partners,
providers and their advisors; and (y)in confidence, in
connection with an actual or proposed merger, acquisition,
or similar transaction. Customer may disclose Box’s then-
current SOC2 Type Il reports in confidence to Customer’s
customers, provided that (i) Customer provides the Box SOC2
Type Il report to its customers for the sole purpose of
evaluating the security of the Box Service for such customer’s
use of the Box Service; (ii) Customer has a written agreement
in place with its customers with which it is sharing Box’s SOC2
Type Il report sufficient to require such customers to protect
Box’s SOC2 Type Il report as confidential terms that are no
less restrictive than those in this Agreement; and (iii)
Customer remains liable for any breaches of confidentiality

of Box’s SOC2 Type Il reports by Customer’s customers.
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Section 15. Miscellaneous

155 R

15.1 Contractual Relationship. The Parties are entering
into this Agreement as independent contracting parties.
Neither Party will have, or hold itself out as having, any right
or authority to incur any obligation on behalf of the other
Party. This Agreement will not be construed to create an

association, joint venture or partnership between the Parties

or to impose any partnership liability upon any Party.

15.1 ) Lo TR = S RV Byt 2
KM L UCARRIABNZ R T 2, WIhoX4$E
b, MY FEFIND o TEBEERAE ST HHERE
TLIAHERR AR ST, e, INERTLERALR
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MEFAIML, 7213, e LEoETLEZNTHOYE
FIZRT D L BR800,

15.2 Anti-Bribery. Customer agrees that it has not receiy

or been offered any illegal orimproper bribe, kickback, payme

15.2 FHER D EEIE REEIT, AFHHEQIC
B L C Box ¥— b A BILRE > DEE £ 72 1T AN
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gift, or thing of value from any of Box Personnel in connect
with this Agreement. Customer will use reasonable efforts tg

promptly notify Box at legalops@box.com should Custon

learn of any violation of this restriction.

GI7elEiE. o 7Ny 70 S BB E IR
AZBELILZ LS, TOHEEZZ T bRV L
CRET D, ZORIROERDABEOMD & ZHL
ol a. ARB%IL, legalops@box.com 61T Box IZ
BRNTEIT N BEB R bD LT D,

15.3 References. During the Term of the Agreement,
Box may reference Customer as a Box customer in sales and
marketing materials and public statements, subject to
Customer’s trademark and logo usage guidelines. Customer
may send Box an email to stories@box.com if it does not

wish to be used as a reference.

15.3 Bk BRHIHT, Box X, BB LT

~=TT 4 TERHIRBWT, KBEO R T E TR
BRI A BT A HE, Box DK L LTEMT
HIENTED, SASINDZLEZHLLRVWAREE
1X. Box ICEF A —/L (stories@box.com) TE*DE%
HHTE D,

15.4 Ambiguities. Each Party has participated in the
review of this Agreement. Any rule of construction to the
effect that ambiguities are to be resolved against the drafting
party shall not apply in interpreting this Agreement. The
language in this Agreement shall be interpreted as to its fair

meaning and not strictly for or against any party.

154  BREOMER Y FH IAF K D
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15.5 Notices. Any notice or other communication under
this Agreement given by any Party to any other Party will be
in writing and will be effective upon delivery as follows: (a) if
to Customer, when sent via email to the email address
specified in an Order or otherwise on record for Customer;

and (b) if to Box, when sent via email to legalops@box.com.

Any such notice, in either case, must specifically reference
that it is a notice given under this Agreement. The Parties
agree that only versions of this Agreement and notices
provided in the English language are valid and control. Any
documents provided in languages other than English may be

used for ease of reference only.
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15.6 Nonwaiver. The failure of either Party to insist
upon or enforce strict performance of any of the provisions
of this Agreement or to exercise any rights or remedies under

this Agreement will not be construed as a waiver or

relinquishment to any extent of such Party’s right to assert

15.6 HEEDTT RS ROPEE: =N N
RBFI O WT N DBLE DR 72 JBAT % & 5 RFICELR
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or rely upon any such provision, right or remedy in that or
any other instance; rather, the same will remain in full force

and effect.

MATIKILS 2 M35 OMER 2\ 72 DIREEIC R W
THHET 2D LRSNT, LA, YLHEFIT
TEICADNTHIRET DD LT D,

15.7 Assignment. Customer will not, directly, indirectly,
by operation of law or otherwise, assign or transfer all or any
part of this Agreement or its rights hereunder without the
prior written consent of Box. Any attempted assignment or
transfer by Customer without such consent shall be void and
of no effect. Notwithstanding the foregoing, either Party may
assign this Agreement (or Order) without obtaining the other
Party’s consent: (a) to an affiliate; or (b) in connection with a
successor in interest in a merger, reorganization, or a sale of
all or substantially all of the assets of the Party. Subject to the
foregoing restrictions, this Agreement will be fully binding
upon, inure to the benefit of and be enforceable by the

Parties and their respective permitted successors and
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15.8 Integration; Order of Precedence. This Agreement| 15.8 e, EENELL AR BRI,

constitutes the entire agreement between the Parties and
supersedes any and all prior agreements or communications
between the Parties with regard to the subject matter
hereof. This Agreement may not be amended or modified
except by a signed Order or the mutual signed agreement of
the Parties hereto, or as noted in Section 15.14 below. The
terms of this Agreement shall supersede and control over any
conflicting or additional terms and conditions of any
purchase order, acknowledgement, confirmation or other
document issued by Customer. Notwithstanding the
foregoing, in the event of a conflict between terms of this
Agreement and an Order, the terms of the Order shall
prevail. This Agreement or any exhibits or addenda, may be
executed and delivered, either physically or by electronic
means and in counterparts, each of which shall constitute an

original and all of which together shall constitute one and the

same instrument.
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15.9 Severability. In the event that any provision of this
Agreement, or the application thereof, becomes or is
declared by a court of competent jurisdiction to be illegal,
void or unenforceable, the remainder of this Agreement will
continue in full force and effect and the application of such
provision will be interpreted so as reasonably to affect the
intent of the Parties. The Parties will promptly replace such
void or unenforceable provision with a valid and enforceable
provision that will achieve, to the extent possible, the
economic, business and other purposes of such void or

unenforceable provision.

15.9 o AFABAIONF D
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15.10 Applicable Law; Dispute Resolution. This
Agreement will be construed and enforced in all respects in
accordance with the laws of Japan, without reference to its
choice of law rules. Any dispute, controversy or claim
arising under, out of or relating to this Agreement, will be
finally determined by arbitration in accordance with the
Rules of Arbitration of the International Chamber of
Commerce applicable to commercial disputes by a single
arbiter who is (a) fluent in written and spoken English, the
language governing this Agreement, and (b) skilled and
experienced with cloud or internet services. The place of
such arbitration will be in Tokyo, Japan. The judgment of
the arbitrator will be final, non-appealable (to the extent
not inconsistent with applicable law) and binding upon the
Parties, and may be entered in any court of competent
jurisdiction. The foregoing does not limit or restrict either
Party from seeking injunctive or other equitable relief from

a court of competent jurisdiction.
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15.11 Third-Party Beneficiaries. Nothing in this
Agreement shall confer, or is intended to confer, on any third
party any benefit or the right to enforce any term of this

Agreement.

15.11  FEIERE AR DN 51
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15.12 Force Majeure. In the event that a Party is
prevented or restricted from performing, is unable to
perform, or is delayed in performing any of its obligations
under this Agreement due to any cause beyond the
without

reasonable control of such Party (including,

limitation, war, terrorism, fire, earthquake, flood, hurricane,
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riots, acts of God, epidemics/pandemics, extraordinary| ¥e23, ZHUHIZIRE I NN (LLF [RETHLAE
governmental action, labor union strikes, internet service| ] & 9) Tk - T, ARAHH LOBHEOEITE
provider failures or delays, denial of service attacks, or other| #5117 HiL, HDWIFHIBR SN, X hz2EITT5
similar causes) (“Force Majeure Event”) the affected Party’s| = & 23 H3k72\N, H D WITEBITANEE ST 256, Uik
performance will be excused and the time for performance| 2% % 7= Y FHIC L D BITIZRRINLG LD &
will be extended for the period of delay or inability to| L. M4iZFAIC X 2 BT F 72 I13BEITAREED WK
perform due to such Force Majeure Event. A Force Majeure| 7= > TIEITHIRENIERE SND b D E T 5, Rafhih
Event does not relieve a Party from its payment obligations| B2 & 0 | AFIHBANC IS < YFHZ O FERHE I
under the Agreement. RSNV, YU EE TS EEIL, A
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The affected Party agrees to use commercially reasonable
efforts to address and mitigate the impact of such Force
Majeure Event and continue performance to the extent
reasonable possible under the circumstances. For the
avoidance of doubt, Customer understands that the Box
Service may not be provided in countries listed on the Office
of Foreign Asset Control sanction list and that Customer’s
access to the Box Service may be restricted in such countries
and such prohibitions shall not constitute a Force Majeure

Event.

15.13 Government Users.  If Customer is a U.S. | 15.13 BURFREBS CH 52 —¥— AR 3 A E B
BT D56, E T IIAF KNSR LA
(FAR) MM SN2 X OICRo7258 . Box —E
ADHERERITY 7 b =27 BIUORFa AT —v
a V&ML, 48CFR. 2101 TEZRINTWD [7F
MEhl & LTS 41, 48 CF.R.2.101 B8 K Tf12.212
“Commercial Items” as defined at 48 C.F.R. 2.101, and are | |~ =p# X L 2 HIRAT X HEF O L TH LR P a
being licensed to U.S. government User as commercial | —% V7 h 7 =7 & LT, KEBIHEETH L2 —F

computer software subject to the restricted rights —IZTA B ASND T LE ABEITBD D,

government entity or if this Agreement otherwise becomes
subject to the Federal Acquisition Regulations (FAR),
Customer acknowledges that elements of the Box Service

constitute software and documentation and are provided as

described in 48 C.F.R. 2.101 and 12.212.

15.14 Required Updates.  In the event of a change of law | 15.14 LEERT v 77—  Box th— B 2 DL
MENsETHREREINTSGE BRI I OB O T
A RTA O, HFIOEE 25 Te s ZHUTRE S
RN | ET2IEL Box DERESCY —EXADEHE, HD
WIS RE T — B X B I S v, ARZEK A~
feature or offering that Box has determined should be | , . ... R N N

RIEDB L Box I 2356, Box 1307 &b
provided subject to additional terms, Box may make | 3q HENCEB T A — L E3SHa L YV — L 2B LT

applicable to the provisioning of the Box Service (including
but not limited to regulatory and policy changes, standards

and/or caselaw) or a change or addition of a new Box

updates to this Agreement as required upon at least thirty | @A Z1T9 b D LT3,

(30) days’ prior notice delivered by e-mail or via the Admin
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Console. Customer may object to such changes before the
end of the notice period, and Box and Customer will
negotiate in good faith to amend this Agreement to permit
contractual

them to continue their relationship in

compliance with any such amended requirements.

However, if Box and Customer are not able, after
negotiating in good faith, to reach agreement on a required
amendment, Customer may be precluded from using any
such feature or offering of the Box Service subject to the
additional terms, and in cases where the additional terms
are required as a result of changes to law or regulation, Box
may terminate the section(s) of the Agreement pertaining
to the changes to law or regulation by giving notice at least

ninety (90) days prior to the termination date specified in

such notice.
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EXHIBIT A
Support Services and Service Level Commitments

The following terms and conditions apply unless an Order indicates the purchase of Enhanced Services and incorporates

a separate data sheet describing what Support Services are included with the Enhanced Services.

Section 1. Definitions. Capitalized terms not otherwise defined elsewhere in this Agreement shall have the following
meaning:

“Business Response Credit” means the credit that may be available to a Customer that has subscribed to the Business
Services under the applicable Order and as specified Response Times, below.

“Downtime" means any period during which the Customer is unable to access the Box Service, as measured at the Box
network by industry standard tools, due to an Issue which prevents the majority of Customer’s Users from accessing
Content, expressly excluding Scheduled Downtime.

“Issue” means a single, reproducible issue or problem affecting the functionality of the Box Service for Customer.

“Enhanced Response Credit” means the credit that may be available to a Customer that has subscribed to one of the
Enhanced Support Services under the applicable Order and as specified under Response Times, below.

“Enhanced SLC Credit” means the credit that may be available to a Customer that has subscribed to one of the
Enhanced Support Services under the applicable Order and as specified under Service Level Commitments, below.

“Support Services” means telephone, email or web-based assistance in the resolution of Issues reported by Customer
to Box. Available Support Services are:

“Standard Support Services” which is included the Customer’s purchase of the Box Service;

“Business Services” which is purchased by the Customer and identified under the applicable Order; or

“Premier Services” or “Platinum Services” (together, “Enhanced Support Services”) which are purchased by the
Customer and identified under the applicable Order. For the avoidance of doubt, Enhanced Support Services are

separate from Enhanced Services as may be included in your Order.

“Scheduled Downtime” means a scheduled time period in which the Box Service is unavailable for use, and upon notice
to Customer where practical.

“Uptime Percentage" means the total number of minutes in a calendar month minus the number of minutes of
Downtime experienced in such calendar month, divided by the total number of minutes in such calendar month.

Section 2. Support Services

2.1 Support Services. During the Subscription Period, Box will provide to Customer the applicable Support
Services. If Customer has not purchased Business Services or one of the Enhanced Support Services, then Standard
Support Services will be provided. Support Services do not include: (a) physical installation or removal of the Box
Software and any User Guides; (b) visits to Customer’s site; (c) any professional services associated with the Box
Service, including, without limitation, any custom development, data modeling, code review and application
architecture/infrastructure design; (d) training; or (e) the set-up, configuration and use of the Box Service.

Box's obligations do not extend to any ongoing test or training instances of the Box Service provided to Customer or
Downtime, Issues or errors that are caused by:

a) Third party hardware or software;

b) Use of the Box Service in violation of the terms of the Agreement;

c) Use of the Box Service other than in accordance with any User Guide or the express instructions of Box

d) A Force Majeure Event as defined in the Agreement;

e) For users of Box KeySafe, failure to adhere to one or more of the requirements set forth in the then-current

technical documentation applicable to KeySafe KMS, including required software updates, or any service
degradation or downtime (scheduled or unscheduled) experienced by Hosting Partner.
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2.2. Case Prioritization.

When contacting Box for support, Customer will assign a priority to the Issue in accordance with the table below. Box
will provide an acknowledgement of a reported Issue to Customer and a support agent will provide a response within
the target timeframes specified for the applicable support level (“Response”). Upon review of the Issue, and
following Box’s initial response to the Customer, Box may change the case prioritizations in accordance with the
following descriptions:

Level 1 - Urgent: An Issue that renders the Box Service completely inoperative for all Users and no
workaround is available.

Level 2 — High: An Issue that materially impairs substantial features of the Box Service for many Users
and no reasonable workaround is available.

Level 3 — Normal: An Issue that impairs a feature of the Box Service for a few Users and a reasonable
workaround is available.

Level 4 — Low: An Issue that involves an inquiry regarding a routine technical issue; information
requested on application capabilities, navigation, installation or configuration; or a
bug affecting a small number of Users.

2.3. Standard Services Response Times. If Customer has Standard Support Services, Box will use commercially
reasonable efforts to meet the following target Response Times during the hours/days, as outlined below.

Support Hours: 6AM — 6 PM Customer Local Time, Monday — Friday
Support Language: English
Support Access Method: Web/Email
Support Response Method: Web/Email
Number of Support Requests: Unlimited
Response Times:
Level 1 — Urgent: Within 4 business hours
Level 2 — High: Within 8 business hours
Level 3 — Normal: Within 1 business day

2.4. Business Services Response Times. If Customer has purchased Business Services, Box will respond in
accordance with the Response Times below. If Box fails to meet the response times, Customer may be entitled to a
response time credit as outlined below (“Business Response Time Credit”):

Support Response Hours: 24 hours/day, 365 days/year
Support Language: English
Support Access Method: Web/Phone/Email
Support Response Method: Web/Phone/Email
Number of Support Requests: Unlimited
Response Times:

Level 1 — Urgent: Within 2 hours

Level 2 — High: Within 4 hours

Level 3 — Normal: Within 4 hours

Level 4 — Low: Greater than 4 hours

2.5. Enhanced Support Services Response Times. If Customer has purchased one of the Enhanced Support Services,
Box will respond in accordance with the Response Times below (for cases submitted in English). If Box fails to meet
the response times, Customer may be entitled to a response time credit as outlined below (“Enhanced Response Time
Credit”). The below response times apply to cases submitted in English.
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Support Response Hours: 24 hours/day, 365 days/year
Support Language: English or local language (based on availability)
Support Access Method: Web/Phone/Email
Support Response Method: Web/Phone/Email
Number of Support Requests: Unlimited
Response Times:
Level 1 — Urgent: Within 1 hour
Level 2 — High: Within 2 hours
Level 3 — Normal: Within 2 hours
Level 4 — Low: Greater than 2 hours

2.6. Business Services and Enhanced Support Services Response Time Credits. If Customer has purchased Business
Services or one of the Enhanced Support Services and Box fails to meet the applicable Response Times associated with
Business Services or Enhanced Support Services, Customer may be entitled to a response time credit as outlined below
(“Response Time Credit”).
Response Time Credits: Customer will be eligible to receive a Response Time Credit, provided that:

(1) Customer has purchased Business Services or one of the Enhanced Support Services;

(2) Customer has opened a support ticket for an Issue; and

(3) Box fails to meet the response times for Level 1 and Level 2 support tickets three (3) times during the
given calendar month;

Collectively, a “Response Credit Event”.

In the event that Customer incurs a Response Credit Event, Customer will receive a Response Time Credit of fifteen
(15%) percent of the fees paid by Customer for the applicable Business Support Service or Enhanced Support Service
for the month the Response Credit Event occurred. The Response Time Credit will be calculated on a straight-line, pro-
rated basis with respect to any fees paid in advance. Notwithstanding anything to the contrary, in no event will the total
amount of Response Time Credits exceed the applicable Business Services or Enhanced Support Services fees paid by
Customer for the corresponding month. For clarity, for the purpose of calculating Response Time Credits, calendar
months are calculated based on US Pacific Time Zone.

The Response Time Credit is Customer's sole and exclusive remedy for any failure by Box to meet any response time
performance obligations pertaining to the Box Service as set out in this Exhibit A.

Customer is not eligible to receive Response Time Credits during any period of time when payments owed are past due.

For Customer Orders placed through Box, Response Time Credits will be issued by Box, as determined in its sole
discretion, either by applying to future billing cycle(s) or as a refund against annual fees earlier paid. For Customer
orders placed through a Box Reseller, Response Time Credits, if any, will be issued as provided in the applicable
agreement between Customer and Box Reseller.

2.7. Key Rotation. If Customer is purchasing KeySafe KMS, Box may assist Customer in the implementation of the initial key.
If Customer changes the key (“Key Rotation(s)”), Customer will coordinate with Box, and Customer will be solely responsible
and liable for any such Key Rotations. Customer acknowledges that if it improperly manages the Key Rotation, then: (a)
Customer may not be able to decrypt or otherwise access its Content; and (b) Box will not be able to help Customer decrypt
or otherwise access the Content. In no event will Box be responsible or otherwise liable for the Key Rotations or impacts of

the Key Rotations.

Section 3. Service Level Commitments

3.1. Standard Support Services. If Customer has Standard Support Services, Box will use commercially reasonable
efforts to meet an Uptime Percentage of at least 99.9%.

3.2. Business Services. If Customer has purchased Business Services, Box will use commercially reasonable efforts to
meet an Uptime Percentage of at least 99.9%.

3.3 Enhanced Support Services. If Customer has purchased one of the Enhanced Support Services, Box will use
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commercially reasonable efforts to meet an Uptime Percentage of at least 99.9%. If Box fails to the meet the Uptime
Percentage Customer will receive Enhanced SLC Credits as follows:

Uptime Percentage Enhanced SLC Credit

Percentage
Less than 99.9% but equal to or more than 99.8% 5%
Less than 99.8% but equal to or more than 99.7% 10%
Less than 99.7% but equal to or more than 99.6% 15%
Less than 99.6% but equal to or more than 99.5% 20%
Less than 99.5% but equal to or more than 99.4% 25%
Less than 99.4% but equal to or more than 99.3% 30%
Less than 99.3% but equal to or more than 99.2% 35%
Less than 99.2% but equal to or more than 99.1% 40%
Less than 99.1% but equal to or more than 99.0% 45%
Less than 99.0% 50%

Customers who have purchased one of the Enhanced Support Services will be eligible to receive SLC Credits provided
that:

(1) Customer has reported an Issue related to a Downtime event by filing a ticket with Box support within
fifteen (15) days of the Downtime event; and

(2) once Customer receives the Uptime Percentage report provided by Box and confirms Uptime Percentage
as below 99.9% in the month the issue was experienced, Customer has provided Box a written claim request
for Enhanced SLC Credits within fifteen (15) days of the date of uptime percentage report.

The Enhanced SLC Credits will be equal to the SLC Credit percentage multiplied by the fees paid by Customer for the
Box Service that are attributable to the corresponding calendar month (calculated on a straight line, pro-rated basis
with respect to any fees paid in advance) and then pro-rated for based on affected Users. Notwithstanding anything
to the contrary, in no event will the total amount of Enhanced SLC Credits, if any, exceed the fees paid by Customer for
the Box Service in the corresponding month.  For clarity, for the purpose of calculating Enhanced SLC Credits, calendar
months are calculated based on US Pacific Time Zone. The Enhanced SLC Credit is Customer's sole and exclusive
remedy for any failure by Box to meet any service level obligations pertaining to the Box Service as set out in this Exhibit
A. Customer is not eligible to receive Enhanced SLC Credits during any period of time when payments owed are past
due.

For Customer Orders placed through Box, Enhanced SLC Credits will be issued by Box, as determined in Box’s sole
discretion, either by applying to future billing cycle(s) or as a refund against annual fees earlier paid. For Customer
orders placed through a Box Reseller, Enhanced SLC Credits, if any, will be issued as provided in the applicable
agreement between Customer and the Box Reseller.
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Exhibit B

Box Security Exhibit
Section 1. Purpose. This Security Exhibit sets forth the information security program and operation policies that Box
will maintain in order to protect Customer’s Content from unauthorized use, access or disclosure, while Box is in
possession of Customer’s content.

Section 2. Information Security Management System. Box will maintain throughout the Term of the Agreement a
comprehensive information security management system (the “ISMS”) which includes administrative, technical and
physical safeguards designed to: (a) protect and secure Content from unauthorized access, use or disclosure; and (b)
protect against anticipated threats or hazards to the security or integrity of Customer’s Content. The ISMS will be
documented and kept current by Box based on changes to industry standard information security practices and legal
and regulatory requirements applicable to Box.

Section 3. Standards. Box’s ISMS will, at a minimum, adhere to applicable information security practices as identified in
International Organization for Standardization 27001 (ISO/IEC 27001) (or a substantially equivalent or replacement
standard) or other authoritative sources (e.g. SSAE 18, SOC1, SOC2).

Section 4. Independent Assessments. On an annual basis, Box has an independent, suitably qualified third-party
organization conduct an independent assessment consisting of a Report on Controls at a Service Organization Relevant
to Security, Availability, Processing, Integrity, Confidentiality and/or Privacy (SOC2 Type Il) or such other comparable
assessment at its sole discretion (e.g. ISO 27001, Certification) and Box will provide a copy of such assessment to
Customer upon Customer’s written request to Box. Box also undergoes at least an annual penetration test from
independent, suitably qualified third parties, and Box will provide Customer with an executive summary of the most
recent penetration test results upon Customer’s written request to Box.

Section 5. Information Security Policies. As part of the ISMS, Box will implement, maintain, and adhere to its internal
information security and privacy policies that address the roles and responsibilities of Box Personnel, including both
technical and non-technical Box Personnel, who have direct or indirect access to Content in connection with providing
the Box Service. Box’s information security policies provide for continual assessment and re-assessment of the risks to
the security of the Box Service, including: (a) identification of internal and external threats that could result in a Security
Breach (as defined below); (b) assessment of the likelihood and potential damage of such threats, taking into account
the sensitivity of Content; and (c) assessment of the sufficiency of the policies, procedures and information systems of
Box, and other arrangements in place, to control risks. Additionally, Box’s information security policies address
appropriate protection against such risks.  Box’s information security policies shall, at a minimum, include:

5.1 organization of information security

5.2 asset management

5.3 human resources security

5.4 physical and environment security

5.5 communications and operations management
5.6 access control

5.7 information systems acquisition

5.8 development and maintenance

5.9 information security incident management
5.10 business continuity management

Section 6. Information Security Operations
6.1 Access Controls. In accordance with the ISMS, Box shall maintain appropriate access controls (physical, technical,
and administrative) , which shall include the following as applicable:

6.1 (A) Box Service Access controls.
6.1(A)(i) Physical Access Controls. Box will implement the following suitable measures in order to prevent
unauthorized persons from gaining access to the data processing equipment used to process Content.

(a) Access authorization for Box Personnel and third parties
(b) Keycards and passes

(c) Restrictions on keys

(d) Appropriate requirements for third parties

(e) Identifying of the persons having authorized access
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(f) Protection and restriction of entrances and exits
(g) Establishing security areas especially for deliveries and handover
(h) Securing the building (security alarm system, supervision by guards)

6.1(A)(ii) Technical Access controls. Box will implement the following suitable measures to prevent
unauthorized reading, copying alteration or removal of the data media, unauthorized input into memory and
reading/alteration/deletion of Content.

(a) Access authorization requirements

(b) Identification of workstation and/or the users accessing Box systems

(c) Automatic disablement of user IDs after multiple erroneous passwords entered

(d) Logging of events and activities (including monitoring of break-in attempts)

(e) Issuing and safeguarding of identification codes

(f) Dedicated workstations for users

(g) Authenticating authorized persons

(h) Use of encryption where deemed appropriate by Box

(i) Separating production and non-production environments

(j) Automatic session log-off of users that have been inactive for a period in excess of thirty (30) minutes
(k)Designating areas in which data media may/must be located

(1) Designating persons in such areas for authorized handling and removal of data media
(m) Controlling the removal of data media

(n) Securing the areas in which data media is located

(o) Controlled and documented destruction of data media

6.1(A) (iii) Data Access controls. Box commits that its employees and contractors entitled to use Box’s data
processing systems will only access data within the scope and to the extent covered by the respective access
permission (authorization). This will be accomplished by:

(a) Securing workstations

(b) Requirements for user authorization driven by need basis

(c) Appropriate confidentiality obligations

(d) Differentiated access policies based on function and scope (e.g. partial blocking)
(e) Controlling destruction of data media

(f) Deleting remaining data before changing data media

(g) Policies controlling the production of backup copies

6.1(A) (iv) Transmission control. Box will implement the following suitable measures to secure Content
processed through the use of the Box Service.

(a) Authenticating authorized persons

(b) Securing confidential data media

(c) Documentation of transfer, retrieval and transmission

(d) Encrypting external online transmission

6.1(A)(v) Input control. Box will provide for the retrospective ability to review and determine the time and the
point Content is entered into the Box Service by utilizing electronic recording of data processing.

6.1(A)(vi) Organizational control. Box will implement the following suitable measures to maintain its internal
organization in a manner that meets the requirements of ISMS.

(a) Maintaining Internal data processing policies and procedures, guidelines, instructions, and/or process
descriptions for development, testing and release

(b) Implementing an emergency/backup contingency plan

(c) Implementing a formal Business Continuity and Disaster recovery plan.

6.1(A)(vii) Control of separation of Content. Box will implement suitable measures to allow the separate
processing of Content which have been collected for different purposes. This will be accomplished by the logical
separation of Customer Content from another customers’ content.

6.2 Encryption. Box will encrypt Content at rest within the Box Service, using an AES algorithm on another industry-

recognized cipher that is at least as secure for encryption of Content at rest with a default value of at least 256-bit
strength. For Content in transit to and from the Box Service, Box provides encryption that is at least as secure as TLS
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1.2 unless Customer uses a method of transmission or feature which does not support encryption (such as unencrypted
FTP, email, etc.).

6.3 Network and Host Security. Box has network intrusion detection in place. In accordance with its ISMS, Box uses
commercially reasonable efforts to ensure that Box Service operating systems and applications that are associated with
Content are patched or secured to mitigate the impact of security vulnerabilities in accordance with Box’s patch
management processes and industry standard practices.

6.4 Data Management. In accordance with its ISMS, Box has information security infrastructure controls in place for
Content obtained, transported, and retained by Box for the provision of the Box Service. Box will, in accordance with its
security policies and processes, destroy, delete, or otherwise make irrecoverable Content: (i) following the termination
or expiration of the Agreement; and (ii) upon the disposal or repurposing of storage media containing Content.

6.5 Audit Logging and Monitoring. Box shall implement the following controls for audit logging and monitoring:

6.5(A) Audit Logging. Audit logging shall be enabled on systems that contain Customer Content to capture at a
minimum the security-related events define below:

i. Accountlogon (both successful and unsuccessful) and logoff
ii. Failed access attempts
iii. Account lockouts
iv. Elevation of privileges (both successful and unsuccessful), and every use of elevated privileges or actions taken
while privilege is elevated
v. Creation, modification and deletion (both successful and unsuccessful) of:
a) Accounts or logon identifiers
b) Group memberships
c) Access privileges/attributes for Accounts and groups
d)User rights and permissions
vi. Changes in account or logon identifier status (both successful and unsuccessful)
vii. Modifications to, or unauthorized attempts to modify, the security configuration, security function or
authorization policy

6.5(B)Audit Logs. Audit logs shall capture, at a minimum, the information for each security-related event defined
below:

i. User, system or process identifier that triggered the event

ii. Description of the event

iii. Date and time the event occurred (the date and time must be periodically synchronized to ensure it is accurate)
iv. Identifier of the system generating the event (e.g., IP address)

v. Authorization information associated with the event

6.5(c) Audit Log Retention. Audit logs shall be retained for not less than ninety (90) days. Audit logs shall be protected
from accidental or intentional modification or destruction.

6.6 Physical and Environmental Security. Box shall:

A. Implement physical access control mechanisms (e.g., electronic access control, locks) to ensure only authorized
persons can obtain physical access to facilities from which the Box Service is provided.

B. Lock and/or have strong access controls in place to control access to all of its data centers, equipment rooms,
telecommunication closets and utilities.

C. Conduct at least annual inspections of the perimeter and all access control mechanisms to provide assurance that
its hardware cannot be easily manipulated or bypassed to gain unauthorized access.

D. Establish protocols to protect against damage from fire, flood, earthquake, explosion, civil unrest and other forms
of natural or man-made disaster at Box facilities and data centers.

E. Require any individuals within the facilities are able to be immediately identified (e.g., using identification badges,
visual recognition or other means).

F. Monitor access/egress points by security staff and/or recorded with security cameras twenty-four (24) hours a day,
seven (7) days a week at a facility that contains Customer Content. Security camera recordings shall be stored for
no less than sixty (60) days.

G. Require unique registry for all visitors and maintain access control logs at data centers.
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6.7 Equipment Security. Box shall:

A. Protect its systems and other equipment to reduce the risk from environmental threats and hazards and
opportunities for unauthorized access.

Protect equipment that is power-dependent from power failures, surges and other electrical anomalies.

Protect all power, telecommunication and network cabling from unauthorized access and damage.

Maintain its systems and other equipment to ensure its continued availability and integrity.

Implement exit procedures to control unauthorized removal of systems and other equipment.

Mmoo

6.8 Training. Box shall provide regular training (or require regular training to be provided) to Box Personnel on security
and privacy requirements to the extent applicable to their roles. Such training shall occur at least annually and
upon initial employment.

6.9 User Controls. Notwithstanding the foregoing, Customer understands and agrees that it is responsible for
provisioning its Users in appropriate roles within the Box Service with the appropriate levels of access to Content.
The Box Service shall enable Customer to configure Customer’s Box Service instance.
Notwithstanding anything to the contrary in this Security Exhibit Customer understands and acknowledges that
Customer will be solely responsible for implementing and maintaining access and security controls on its own
devices and systems.

Section 7. Security Breach Management.

7.1 Notice. For the purposes of this Agreement, a “Security Breach” means the unauthorized use, access or
disclosure of Content. Box will promptly notify Customer of any confirmed Security Breach. Box will cooperate
with Customer’s reasonable requests for information regarding any such Security Breach, and Box will provide
regular updates on the Security Breach and the investigative action and corrective action taken. Notification will
be delivered to the Administrator(s) of Customer’s Box Service account (“Notification Email Address”). Customer
is solely responsible for ensuring that the Notification Email Address associated with Customer’s accounts is
current and valid.

7.2 Remediation. In the event Box knows or has reason to know of a Security Breach, Box will, at its own expense: (a)
investigate the actual or suspected Security Breach; (b) provide Customer with a remediation plan to address the
Security Breach and to mitigate the incident and reasonably prevent any further incidents, upon Customer’s
written request; (c) remediate the effects of the Security Breach in accordance with such remediation plan; and
(d) reasonably cooperate with Customer and any law enforcement or regulatory official investigating such
Security Breach.

Section 8. Business Continuity and Disaster Recovery. Box implements and maintains business continuity and disaster
recovery capabilities designed to minimize disruption of providing the Box Service to Customer in the event of a disaster
or similar event. Box shall review its business continuity and disaster recovery plans on at least an annual basis and
update such plans, as needed in accordance with generally accepted industry standards. Further, Box will perform (or
have a qualified third party perform) at least annual testing of its business continuity and disaster recovery capabilities
and provide to Customer, upon written request, a summary of Box’s business continuity and disaster recovery
capabilities, including related testing performed during the last year.

Section 9. Subprocessors.

Box requires that, prior to engaging in any Processing, a Subprocessor must enter into a written Agreement with Box
agreeing to meet Box’s security and privacy standards. Subprocessors authorized to perform services on behalf of Box
shall commit to any appropriate obligation of confidentiality, in no event be less protective than the Agreement. Box,
at its sole discretion and in accordance with its vendor management program, will perform periodic vendor
assessments for security and privacy. Box will only permit Subprocessors to access what is necessary to provide the
Box Service and any associated services. Box will remain liable for all responsibilities and obligations of Box under the
terms and conditions of the Agreement, even if such responsibilities and obligations are performed by Box’s
Subprocessors. Information regarding current Subprocessors that may Process Content, including Customer Personal
Data, can be found on the Box Subprocessor website found here: https://www.box.com/legal/subprocessors. This
Subprocessor list may be updated from time to time by Box. Customer and its Users may subscribe to updates to this
list on the subprocessor website.

Section 10. Background Checks.

Where legally permitted and in accordance with local law and custom, Box shall perform the following background
checks:
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10.1

10.2

10.3

10.4

10.5

10.6

10.7

For US-based employees. On hire, Box's background checks include: SSN Trace, Criminal County and
Federal Search (7-Year Address History), Multi-State Instant Criminal Check, Nationwide Sex Offender
Registry Check, OFAC Check, OIG/GSA Combined Search, and Education Verification. Box also uses E-
Verify and confirms employment eligibility via the Form 1-9 for all employees.

For Canada-based employees. On hire, Box’s background check consists of Canada Criminal Search
(CPIC).

For UK-based employees. On hire, Box performs ID verification, criminal record checks in the UK, credit
and address check verification (6 years for address), and employment history check (maximum of 5
years of employment history or two prior employers).

For Germany, Poland and Japan-based employees. Box cannot agree to perform any types of
background checks as background checks are not permitted by law.

For EU-based employees (but not based in the UK, Germany or Poland). On hire, Box performs ID
verification, international criminal checks, credit and address check (up to 6 years for address),
education check and employment history check (maximum of 5 years of employment history or two
prior employers), where legally permitted and in accordance with local law and custom.

For Australia-based employees. On hire, Box performs ID verification, international criminal checks,
credit and address check (up to 5 years for address), and employment history and reference check
(maximum of 5 years of employment history or two prior employers).

For Subprocessors. Box’s policy is to require that material subcontractors to perform background
checks for their personnel performing services for Box in accordance with applicable local laws and
customs, to the extent related directly to the Box Service.
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	Section 3. Standards. Box’s ISMS will, at a minimum, adhere to applicable information security practices as identified in International Organization for Standardization 27001 (ISO/IEC 27001) (or a substantially equivalent or replacement standard) or o...
	Section 4. Independent Assessments.  On an annual basis, Box has an independent, suitably qualified third-party organization conduct an independent assessment consisting of a Report on Controls at a Service Organization Relevant to Security, Availabil...
	Section 5. Information Security Policies. As part of the ISMS, Box will implement, maintain, and adhere to its internal information security and privacy policies that address the roles and responsibilities of Box Personnel, including both technical an...
	5.1 organization of information security
	5.2 asset management
	5.3 human resources security
	5.4 physical and environment security
	5.5 communications and operations management
	5.6 access control
	5.7 information systems acquisition
	5.8 development and maintenance
	5.9 information security incident management
	5.10 business continuity management
	Section 6. Information Security Operations
	6.1 Access Controls. In accordance with the ISMS, Box shall maintain appropriate access controls (physical, technical, and administrative) , which shall include the following as applicable:
	6.1 (A) Box Service Access controls.
	6.1(A)(i) Physical Access Controls. Box will implement the following suitable measures in order to prevent unauthorized persons from gaining access to the data processing equipment used to process Content.
	(a) Access authorization for Box Personnel and third parties
	(b) Keycards and passes
	(c) Restrictions on keys
	(d) Appropriate requirements for third parties
	(e) Identifying of the persons having authorized access
	(f) Protection and restriction of entrances and exits
	(g) Establishing security areas especially for deliveries and handover
	(h) Securing the building (security alarm system, supervision by guards)
	6.1(A)(ii) Technical Access controls. Box will implement the following suitable measures to prevent unauthorized reading, copying alteration or removal of the data media, unauthorized input into memory and reading/alteration/deletion of Content.
	(a) Access authorization requirements
	(b) Identification of workstation and/or the users accessing Box systems
	(c) Automatic disablement of user IDs after multiple erroneous passwords entered
	(d) Logging of events and activities (including monitoring of break-in attempts)
	(e) Issuing and safeguarding of identification codes
	(f) Dedicated workstations for users
	(g) Authenticating authorized persons
	(h) Use of encryption where deemed appropriate by Box
	(i) Separating production and non-production environments
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	(m) Controlling the removal of data media
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	(o) Controlled and documented destruction of data media
	(a) Securing workstations
	(b) Requirements for user authorization driven by need basis
	(c) Appropriate confidentiality obligations
	(d) Differentiated access policies based on function and scope (e.g. partial blocking)
	(e) Controlling destruction of data media
	(f) Deleting remaining data before changing data media
	(g) Policies controlling the production of backup copies
	6.1(A) (iv) Transmission control. Box will implement the following suitable measures to secure Content processed through the use of the Box Service.
	(a) Authenticating authorized persons
	(b) Securing confidential data media
	(c) Documentation of transfer, retrieval and transmission
	(d) Encrypting external online transmission
	6.1(A)(vi) Organizational control. Box will implement the following suitable measures to maintain its internal organization in a manner that meets the requirements of ISMS.
	(a) Maintaining Internal data processing policies and procedures, guidelines, instructions, and/or process descriptions for development, testing and release
	(b) Implementing an emergency/backup contingency plan
	(c) Implementing a formal Business Continuity and Disaster recovery plan.
	6.1(A)(vii) Control of separation of Content. Box will implement suitable measures to allow the separate processing of Content which have been collected for different purposes. This will be accomplished by the logical separation of Customer Content fr...
	6.2 Encryption. Box will encrypt Content at rest within the Box Service, using an AES algorithm on another industry-recognized cipher that is at least as secure for encryption of Content at rest with a default value of at least 256-bit strength.  For ...
	6.3 Network and Host Security. Box has network intrusion detection in place. In accordance with its ISMS, Box uses commercially reasonable efforts to ensure that Box Service operating systems and applications that are associated with Content are patch...
	6.4 Data Management. In accordance with its ISMS, Box has information security infrastructure controls in place for Content obtained, transported, and retained by Box for the provision of the Box Service. Box will, in accordance with its security poli...
	6.5 Audit Logging and Monitoring. Box shall implement the following controls for audit logging and monitoring:
	6.5(A) Audit Logging. Audit logging shall be enabled on systems that contain Customer Content to capture at a minimum the security-related events define below:
	i.  Account logon (both successful and unsuccessful) and logoff
	ii.  Failed access attempts
	iii. Account lockouts
	iv. Elevation of privileges (both successful and unsuccessful), and every use of elevated privileges or actions taken while privilege is elevated
	v. Creation, modification and deletion (both successful and unsuccessful) of:
	a) Accounts or logon identifiers
	b) Group memberships
	c) Access privileges/attributes for Accounts and groups
	d)User rights and permissions
	vi. Changes in account or logon identifier status (both successful and unsuccessful)
	vii. Modifications to, or unauthorized attempts to modify, the security configuration, security function or authorization policy
	6.5(B)Audit Logs. Audit logs shall capture, at a minimum, the information for each security-related event defined below:
	i.  User, system or process identifier that triggered the event
	ii.  Description of the event
	iii. Date and time the event occurred (the date and time must be periodically synchronized to ensure it is accurate)
	iv. Identifier of the system generating the event (e.g., IP address)
	v. Authorization information associated with the event
	6.5(c) Audit Log Retention. Audit logs shall be retained for not less than ninety (90) days. Audit logs shall be protected from accidental or intentional modification or destruction.
	6.6 Physical and Environmental Security. Box shall:
	A. Implement physical access control mechanisms (e.g., electronic access control, locks) to ensure only authorized persons can obtain physical access to facilities from which the Box Service is provided.
	B. Lock and/or have strong access controls in place to control access to all of its data centers, equipment rooms, telecommunication closets and utilities.
	C. Conduct at least annual inspections of the perimeter and all access control mechanisms to provide assurance that its hardware cannot be easily manipulated or bypassed to gain unauthorized access.
	D. Establish protocols to protect against damage from fire, flood, earthquake, explosion, civil unrest and other forms of natural or man-made disaster at Box facilities and data centers.
	E. Require any individuals within the facilities are able to be immediately identified (e.g., using identification badges, visual recognition or other means).
	F. Monitor access/egress points by security staff and/or recorded with security cameras twenty-four (24) hours a day, seven (7) days a week at a facility that contains Customer Content. Security camera recordings shall be stored for no less than sixt...
	G. Require unique registry for all visitors and maintain access control logs at data centers.
	6.7 Equipment Security. Box shall:
	A. Protect its systems and other equipment to reduce the risk from environmental threats and hazards and opportunities for unauthorized access.
	B.  Protect equipment that is power-dependent from power failures, surges and other electrical anomalies.
	C.  Protect all power, telecommunication and network cabling from unauthorized access and damage.
	D.  Maintain its systems and other equipment to ensure its continued availability and integrity.
	E.  Implement exit procedures to control unauthorized removal of systems and other equipment.
	6.8 Training. Box shall provide regular training (or require regular training to be provided) to Box Personnel on security and privacy requirements to the extent applicable to their roles. Such training shall occur at least annually and upon initial e...
	6.9 User Controls. Notwithstanding the foregoing, Customer understands and agrees that it is responsible for provisioning its Users in appropriate roles within the Box Service with the appropriate levels of access to Content. The Box Service shall ena...
	Section 7. Security Breach Management.

	7.1 Notice. For the purposes of this Agreement, a “Security Breach” means the unauthorized use, access or disclosure of Content. Box will promptly notify Customer of any confirmed Security Breach. Box will cooperate with Customer’s reasonable requests...
	7.2 Remediation. In the event Box knows or has reason to know of a Security Breach, Box will, at its own expense: (a) investigate the actual or suspected Security Breach; (b) provide Customer with a remediation plan to address the Security Breach and ...
	Section 8. Business Continuity and Disaster Recovery. Box implements and maintains business continuity and disaster recovery capabilities designed to minimize disruption of providing the Box Service to Customer in the event of a disaster or similar ev...
	Section 9. Subprocessors.
	Box requires that, prior to engaging in any Processing, a Subprocessor must enter into a written Agreement with Box agreeing to meet Box’s security and privacy standards. Subprocessors authorized to perform services on behalf of Box shall commit to an...
	Section 10. Background Checks.
	Where legally permitted and in accordance with local law and custom, Box shall perform the following background checks:

	第３条：標準。BoxのISMSは、最低限、国際標準化機構の国際標準27001（ISO/IEC 27001）（もしくはこれに実質的に同等でありもしくはこれに取って代わる標準）または本利用規約に記載するその他の権威あるソース（例：SSAE 18、SOC1、SOC2）における情報セキュリティ慣行を遵守する。
	第４条：独立評価。 Boxは、Boxの単独の裁量により、セキュリティ、可用性、処理の完全性、秘密保持および／またはプライバシーに関わりがある業務受託会社における内部統制に関する報告（SOC2タイプII）から成る独立評価、または、その他の同等の評価（例えばISO 27001、認証）を、1年に1度、相応の資格を有している独立の第三者機関に実施させ、本顧客の書面による求めにより、本顧客に対し当該評価の写しを提供する。  Boxは、また、少なくとも1年に1度、独立の相応の資格を有している第三者機関による定...
	第５条：情報セキュリティ方針。ISMSの一部として、Boxは、Boxサービスの提供に関連して本顧客コンテンツに直接または間接にアクセスを有するBoxサービス運用関係者（技術人員および非技術人員の両方を含む）の役割および責務について定めたBox社内の情報セキュリティ方針およびプライバシーポリシーを実施し、維持しかつ遵守する。Box情報セキュリティ方針は、(a) (以下に定義される)セキュリティ侵害を引き起こしうる内部および外部の脅威の特定、(b)コンテンツの特性を考慮し、当該脅威の可能性および潜在的...
	また、Box情報セキュリティ方針は、当該リスクに対し、適切な保護に取り組んでいる。Box情報セキュリティ方針は、最低限、以下を含む。
	5.1 情報セキュリティの組織
	5.2 資産管理
	5.3 人材セキュリティ
	5.4 物理的および環境的セキュリティ
	5.5 通信および運用管理
	5.6 アクセス制御
	5.7 情報システムの取得
	5.8 開発および維持
	5.9 情報セキュリティインシデントマネジメント
	5.10 事業継続マネジメント
	第６条　情報セキュリティ運用。
	6.1 アクセス制御。ISMSに従い、Boxは、該当する場合、以下を含む（物理的、技術的および管理上の）適切なアクセス制御を維持するものとする。
	6.1 (A) Boxサービスアクセス制御
	6.1(A)(i) 物理的アクセス制御：Boxは、不正者が、コンテンツを処理するために使用されるデータ処理装置にアクセスするのを防ぐため、以下の適切な対策を実施する。
	(a)  Boxサービス運用関係者およびサードパーティに対するアクセス許可
	(b) キーカードおよびアクセス許可証
	(c) 鍵に関する制限
	(d) サードパーティに対する適切な要件
	(e) アクセスを許可された者の特定
	(f) 入口および出口の防御および制限
	(g) セキュリティエリアの構築（配送、引渡向け）
	(h) 建物の安全性確保（セキュリティ警報システム、警備員による監視）
	6.1(A)(ii) 技術的アクセス制御：Boxは、データ媒体の不正な読み取り、コピー、改ざん、あるいは削除、メモリへの不正な入力、およびコンテンツの読み取り、改ざん、削除を防ぐため、以下の適切な対策を実施する。
	(a) アクセス許可の要件
	(b) Boxシステムにアクセスするワークステーション、および/あるいはユーザーの特定
	(c) 複数回のパスワード誤入力後のユーザーIDの自動無効化
	(d) （不正侵入の試みの監視を含む）事象と動作の記録
	(e) 識別コードの発行および保護
	(f) ユーザーに対する専用のワークステーション
	(g) 許可された者に対する認証
	(h) Boxにより適切とみなされる暗号の使用
	(i) 本番および非本番環境の分離
	(j)  30分を超える間、インアクティブなユーザーの自動セッション終了
	(k) データ媒体が置かれるエリアの指定
	(l) データ媒体の許可された取扱および削除を行うエリアにおける取扱者の指定
	(m) データ媒体の削除の制御
	(n) データ媒体が置かれるエリアの安全性確保
	(o) 管理文書化されたデータ媒体の破壊
	6.1(A)(iii) データアクセス制御：Boxは、Boxデータ処理システムの利用権限を有する従業員および下請業者が、各々のアクセス許可の範囲内でのみ、データにアクセスすることを誓約する。
	以下のアクセス制御がなされる。
	(a) ワークステーションの安全確保
	(b) 必要に応じて実施されるユーザー認可の要件
	(c) 適切な秘密保持義務
	(d) 部門および業務範囲に基づき、区別化されたアクセス方針（例：部分的遮断）
	(e) データ媒体の破壊に関する管理
	(f) データ媒体を変更する前の残存データの削除
	(g) バックアップコピーの作成を制御する方針
	6.1(A)(iv) 通信制御：Boxは、Boxサービスの利用を通じて処理されるコンテンツを保護するため、以下の適切な対策を実施する。
	(a) 許可された者の認証
	(b) 秘密のデータ媒体の保護
	(c) 転送と送受信
	(d) 外部のオンライン通信の暗号化
	6.1(A)(vi)組織的制御：Boxは、ISMSの要件に合致する方法で、内部組織を維持するため、以下の適切な対策を実施する。
	(a) 内部のデータ処理方針および手順、ガイドライン、指示書、および/あるいは開発、テストおよびリリースに関するプロセス概要の保持
	(b) 緊急/バックアップ危機管理計画の実施
	(c) 正式な事業持続および災害復旧計画の実施
	6.1(A)(vii)コンテンツの分離制御：Boxは、異なる目的で収集されたコンテンツが、分離して処理されるための適切な方法を実施する。当該分離は、本顧客コンテンツを他の顧客のコンテンツから論理上分離することにより実施される。
	6.2 暗号化。Boxは、Boxサービスにおいて保存されている本顧客コンテンツを暗号化する際、他の業界でも、少なくとも最低256ビットの強度を標準とした暗号化と同じくらい安全と認められているAESアルゴリズムを使い、暗号化を実施している。Boxサービスへの、及び、Boxサービスからのコンテンツ転送については、本顧客が、暗号化をサポートしない送信方法や機能（暗号化されないFTP、電子メールなど）を用いるのでない限り、少なくともTLS1.2と同等に安全と認められている暗号化を提供する。
	6.3 ネットワークおよびホストのセキュリティ。Boxは、ネットワーク侵入探知策を導入している。ISMSに従い、Boxは、本顧客コンテンツとの関連があるBoxサービス用のオペレーティングシステムおよびアプリケーションが、Boxのパッチ管理プロセスおよび業界標準慣行に従って、パッチ適用またはセキュリティ強化されるよう、商業上合理的努力を払っている。
	6.4 データ管理。ISMSに従い、Boxは、Boxサービスの提供のためにBoxが取得、移送および保持する本顧客コンテンツに関し、情報セキュリティインフラ制御を導入している。Boxは、セキュリティ方針およびプロセスに従い、(i) 本利用規約の終了あるいは満了に伴い、(ii) 本顧客コンテンツを格納している保存媒体を処分しまたは当該保存媒体の用途を変更するときには、本顧客コンテンツを廃棄し、削除し、またはその他復元不能にする。
	6.5 監査ログおよびモニタリング。Boxは、監査ログおよびモニタリングに関し、以下の制御を実施する。
	6.5(A) 監査ログ： 本顧客のコンテンツを含むシステム上で、少なくとも、以下に定義されるセキュリティ関連事象を記録する監査ログを有効にしなければならない。
	i. アカウントログオン（成功および失敗の両方を含む）およびログオフ
	ii. 失敗したアクセスの試み
	iii.アカウントロックアウト
	iv. 特権の昇格（成功および失敗の両方を含む）および昇格された特権のあらゆる利用あるいは特権が昇格されている間に取られたアクション
	v. 以下の作成、改変および削除（成功および失敗の両方を含む）
	a) アカウントあるいはログオン識別名
	b) グループに所属するユーザー
	c) アカウントおよびグループに対するアクセス権限と属性
	d) ユーザーの権利および許可
	vi. アカウントあるいはログオン識別ステータスの変更（成功および失敗の両方を含む）
	vii. セキュリティ設定、セキュリティ機能あるいは認証ポリシーに対する変更、あるいは変更しようとする不正な試み
	6.5(B) 監査記録：監査記録は、少なくとも、以下に定義されるセキュリティ関連事象に関する情報を記録しなければならない。
	i. 事象を引き起こすユーザー、システムあるいはプロセス識別名
	ii. 事象の概要
	iii. 事象が発生した日時（日時は、それが正確であることを保証するために、定期的に同期されなければならない）
	iv. 事象を引き起こすシステム識別名（例：IPアドレス）
	v.  事象に関連する認証情報
	6.5(C) 監査記録保持：監査記録は少なくとも90日間、保持されなければならない。監査記録は、偶発的もしくは意図的改変、もしくは破壊から保護されなければならない。
	6.6 物理的および環境的セキュリティ。Boxは以下を行うものとする。
	A. 認証された者のみがBoxサービスを提供する施設への物理的アクセス権を得ることができることを保証する、物理的アクセス制御メカニズム（例：電子的アクセス制御、施錠）の実施
	B. データセンター、設備ルーム、配線室および設備の全てのアクセスを制御するために設置される施錠および/あるいは強度のアクセス制御の実装
	C. ハードウェアが、不正アクセス権を得るための改ざんあるいは迂回が容易にできないことを保証するために、システムの境界およびすべてのアクセス制御メカニズム検査の少なくとも年次の実施
	D. Boxの施設およびデータセンターにおける火災、洪水、地震、爆発、暴動、およびその他の自然災害あるいは人災から生じる損害から保護するためのプロトコルの設定
	E. 施設内の個人が直ちに特定できることを要求（例：身分証明書、視覚認識あるいは別の手段による識別）
	F. 本顧客のコンテンツを含む施設において24時間x７日/週、セキュリティースタッフおよび/あるいは防犯カメラによるアクセス、退出ポイントの監視。防犯カメラの記録は、少なくとも60日間保管されなければならない。
	G. データセンターにおけるすべての訪問者に対し固有の登録の要求およびアクセス制御記録の保持。
	6.7 設備のセキュリティ。Boxは、以下を行うものとする。
	A. 環境的脅威および危険、ならびに不正アクセスの機会から生じるリスクを軽減するために、システムおよびその他の設備を保護する。
	B. 停電、電圧の急激な変化および他の電気的な異常から、電力に依存している設備を保護する。
	C. 不正アクセスおよび損害からすべての電力、通信およびネットワークケーブルを保護する。
	D. 継続的可用性および完全性を保証するために、システムおよび他の設備を維持する。
	E. システムおよび他の設備の不正撤去を制御するため、撤去手順を実施する。
	6.8 研修。Boxは、その役割に応じて適用される限りにおいて、セキュリティおよびプライバシー要請に関し、Boxサービス運用関係者に対し、定期研修を実施するものとする（あるいは定期研修を要請する）。当該研修は、初期雇用時、および、少なくとも年次で実施するものとする。
	6.9 ユーザー制御。上記にかかわらず、本顧客は、本顧客がBoxサービス内のコンテンツに対して適切なアクセス権を付与することで、ユーザーに適切な役割を設定する責任を有することを了解する。Boxサービスは、本顧客が本顧客のBoxサービスインスタンスの設定を行うことを可能にする。本セキュリティ附属書にこれと異なる定めがあっても、本顧客のデバイスおよびシステムに係るアクセス制御およびセキュリティ制御を実施しかつ維持すべき責任は、本顧客が単独に負うことを、本顧客は了解する。
	第７条 セキュリティ侵害管理。

	7.1 通知。本利用規約において、「セキュリティ侵害」とは、本顧客コンテンツへの不正アクセスを意味する。 Boxは、確認された一切のセキュリティ侵害を本顧客に速やかに通知する。Boxは、そうしたセキュリティ侵害に関する情報の提供を求める本顧客の合理的要求に応じる。また、Boxは、セキュリティ侵害ならびに講じた調査措置および是正措置に関する最新情報を定期的に提供する。通知は、本顧客のBoxサービスアカウントの管理者（以下「通知用電子メールアドレス」）に対して送付される。本顧客は、本顧客のアカウントに...
	7.2 改善。Boxがセキュリティ侵害を認識しておりまたはセキュリティ侵害を認識しているべき理由を有する場合、Boxは、Boxの費用負担で次の措置を取る。(a) 実際の、または発生が疑われるセキュリティ侵害を調査すること。(b) 本顧客の書面による求めにより、当該データ侵害への対処、インシデントの軽減および合理的な再発防止のための改善計画を本顧客に提出すること。(c) 当該セキュリティ侵害によって及ぼされる影響を、当該改善計画に従って軽減すること。ならびに (d) 本顧客との合理的協力をするととも...
	第８条　事業継続性および災害復旧。Boxは、災害あるいは同様の事象が発生した場合、本顧客に対するBoxサービスの中断を最小限にとどめるための事業継続性および災害復旧体制を実施しかつ維持している。Boxは、一般に受け入れられている業界標準に従い、事業継続性および災害復旧計画を少なくとも年に1回見直し、必要に応じてかかる計画を更新するものとする。さらに、Boxは、事業継続性および災害復旧体制のテストを少なくとも年次で実施し（あるいは資格を有している第三者に実施させる）、本顧客からの書面による求めにより...
	第９条　サブプロセッサー。　Boxは、処理に従事する前に、サブプロセッサーがBoxセキュリティーおよびプライバシー標準を満たすことに合意する書面の契約書をBoxと締結しなければならないことを要請する。Boxの代理でサービス提供を行うことを許可されたサブプロセッサーは、本利用規約と同程度の適切な秘密保持義務に責任を負う。Boxは、ベンダー管理プログラムに従い、単独の裁量で、セキュリティおよびプライバシーに関する定期的なベンダー評価を実施する。Boxは、サブプロセッサーに対し、Boxサービスおよび関連...
	https://www.box.com/legal/subprocessors
	サブプロセッサーリストは、Boxにより、随時更新されうる。本顧客およびユーザーは、サブプロセッサーウェブサイトのリストの更新情報受領を登録することができる。
	第10条：バックグラウンドチェック。
	法律および慣習に従い法的に許容される場合、Boxは以下のバックグラウンドチェックを行うものとする。
	10.1  米国拠点の従業員: 採用の際、Boxのバックグラウンドチェックは以下を含む。SSN（社会保障番号）トレース、郡および連邦の犯罪歴チェック（７年の住所履歴）、複数州の即時犯罪照会システムによる犯罪歴チェック、全米性犯罪者登録簿チェック、OFACチェック、OIG/GSA合同チェックおよび学歴確認。Boxは、また、E-Verify（就労者チェックシステム）を使用し、すべての従業員に対し、様式I-9を通じ、雇用資格の確認を行う。
	10.2  カナダ拠点の従業員：採用の際、Boxは、カナダの犯罪歴チェック（CPIC）を行う。
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